GLASS NOTES | WEEK THREE PROCEDURE (3-1-14)

TITLE: INTRODUCTION TO NAVAL COmMstNICATIONS

OBJECTIVES: UPON COMPLETION OF THIS LESSON YOU ¥ILL BE ABLE TO:

e

DEFINE THE TERMW UNAVAL COMMUNICATIONSY,

1. EXPLAIN THE RELATIONSHIP OF NAVAL COMLUN]ICATIONS TO COiAND,

[11. STATE THE MISSION AND PCLICIES OF NAVAL COMMUNICATIONS.

[V. EXPLAIN THE GENERAL CAPABILITIES OF NAVAL COMEUN!CATJCNS,:jEj’

NAVAL COMHMUNICATICNS

Ao DEFINITION: THE ENTIRE COMaUNICATIONS
& EFFORT OF THE DEPARTHENT OF THE NAVY
~ AFLOAT AND ASHORE. IT INCLUDES ALL
Y FACILITIES,PERSONNEL AND TECHNIQUES ENPLOYED
i FOR THE PURPOSE OF PROVIDING RAPID COWl-
§ UNICATIONS. “"NAVAL COMMUNICATIONS" HOWEVER
IS NOT THE FORMAL TITLE OF AN ORGANIZATION.

B. RELATIONSHIP TO COMuAND

To NAVAL COMMUNICATIONS |S THE MEANS BY
WHICH A COYMMANDER “AKES HIS wiLL KNOWN
AND 1S THEREFORE, THE "yihte o (owmidns
™, EVERY TRAUSKISSION MADE VIA
NAVAL COMUUNTCATIONS SPEAKS FUR AND
WITH THE AUTHORITY OF THE COWi ANDER OF
THE ACTIVITY WHICH ORIGINATED THE
TRANGHISS | ON.

2+ COWPANDERS HAVE THE AUTHORITY AND RE-
SPONSTIBILITY FOR MAINTAINING, IN AC-
CORDANGE WITH PRESCRIBEL REGULATIONS
AND STANDARDS, THAT PORTION OF NAVAL
COMMUNTCATIONS WHICH 1S WITHIN THEIR
ORGANIZATIONAL COMmAND.,

C. wiSSION ANT POLICIES

T}EDEF\N\TlOH OF MISSiCis PROVIDRDE AND .
MALNTAIN RELTABLE, SECURE, AND RAPID
-5

COMEUNICATIONS, BASED ON_ i i
B R ey e 2 i R

2. POLICY OF NAVAL COL-UNICATIGNS

A. ESTABLISH AND WAINTAIN EFFECTIVE
SOMPUNTCATIONS & I THIN THE DEPART-
HENT OF THE HMAVY,

.
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D. GENERAL CAPABILITIES

T

s EET BROADCAST SYSTENS, SHIP-SHORE SYSTENS,

"PERFORMANCE REQUIREHENTS: TOP PERFORIANCE

B. ENCOURAGE AT ALL LEVELS OF COMMAND AN
EFFORT TO IMPROVE TECHNIQUES, PROCEDURES,
AND EFFICIENCY.

C. COQPERATE WITH THE MILITARY SERVICES,
DCA, AND OTHER DEPARTMENTS aND AGENCIES
OF THE U.S. GOVERNMENT AND ALLIED NATIONS

D. ENCOURAGE DEVELOPWMENT OF THE AMATEUR AND
COMUERCIAL COWMUNICATIONS ACTIVITIES OF
TTHE U.S. TO ENHANCE THEIR MILITARY VALUE
AND TO SAFEGUARD THE INTEREST OF THE
NATION.

E. MAINTAIN FACILITIES FOR ADEGUATE COMuil-
NICATIONS WITH THE U.S. MERCHANT WARINE,
AIRCRAFT OVER THE SEA, AND APPROPRIATE
U.S. AND FOREIGN COMMUNICATION STATIONS
IN ORDER TO PROMOTE THE SAFETY OF LIFE
AT SEA AND IN THE AlR.

NAVAL COMUUNIGCATIONS 1S A HIGHLY-COMPLEX,
TECHNICAL AREA OF NAVAL OPERATIONS. INTEGRAL
TO THE OPERATIONS OF NAVAL COMBATANT AND
SUPPONRTING FORCES, THE NAVAL COMMUNICATIONS
COMPLEX PROVIDES, OPERATES, AND UAINTAINS
TACTICAL COMMUNICATION SUoSYSTE®S, INCLUDING

AND AIR-GROUND SYSTEHS, IN ADLITION TO NAVY
CMUNITCATICON COMPONENTS OF THE NATIONAL
AND DEFENSE COHi.UNICATIONS SYSTEMS AND THE
WORLDW I DE BILITARY COMmMAND AND CONTROL SYS-
TEx. NAVAL COMMUNICATIONS 1S RESPONSIDLE
FOR VIRTUALLY EVERY TASK PERFORMED &Y A
SHIP OR SHORE COMiAND.

IS REQUIRED OF COiMUNICATIONS AT ALL TIMES,

AND IN ALL PLACES, FOR_ #Afassgssinig  AND
Meesp e OF VITAL INFORMATION.
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"LASS NOTE® WEEK THREE PROCEDURE (3~1—2A}

TITLE:

INTRODUCTION TO THE NAVAL CGMVUN!CAT}ONS SYSTEM
AND NAVAL COMUNICATIONS STATION ORGANIZATION

OBJECTIVES: UPON COMPLETION OF THIS LESSON YOU ulLL BE ABLE TO:3

XPLAIN THE ORGANIZATIONAL COMPOSITION OF NAVAL COHfUNiCATloNa.

NAME THE OFFICE tXERClS{NG WANAGEMENT CONTROL OF THE NAVAL
COMMUNICATIONS COMPLEX.

EXPLAIN THE WISSION QF THE ACTIV!TI_J OF THE NQV 1L
COMMUNICATICNS SYSTEL

NAME THE MAJOR COMPONENTS CF A NAVAL COM:i'UN{CATIONS
STATION AND EXFLAIN THE BASIC FUNCTION OF EACH COMPQNENTo

EXPLAIN THE EASIC FUNCTION OF THr FLEET CENTER AND MESSAGE
CENTER OF A NAVAL COMiAUNICATIONS STATICN

I« ORGANIZATION OF NAVAL CONiZUNTCATIONS
A.

B'

e 2 ra - | A A —— o P i A e

ASSISTANT CHIEF OF NAVAL OPERATIONS/DIRECTOR
CONMAND SUPPGRT PROGRAMS (ACNO/DIRCOMSUPRO) &

1. THE MISSION OF ACWO, AS THE COMHUNICATIONS
EXECUTIVE TO CNO, IS TO EXERCISE OVERALL
AUTHORITY. THROUGHDUT _THE DEPARTHENT. OF _THE
NAVY TN MATTERS PERTAINING TO CO\NUN!CATIONSa
CRYPTOLOGY, AND THE RADIO FRE UENCY SPECTRUM
AND APPROVE REGUIREMENTS FOR THE DEPARTHMENT
OF THE NAVY IN THOSE AREAS.

DIRECTOR NAVAL COMMUNICATIONS/COMiANDER

NAVAL COHMUUNTCATIONS: COMiAND (DNC/COMNAVCOM ) §<3~/W/Vﬁd7zgiég¢ﬂ
: £ y E
1. THE ©@ISSLON OF COUMNAVCOW 1S TO: |

OPERATING EFFICIENCY, AND SECUR!TY OF
NAVAL COmAUNICATIONS THH OUGHOUT THE
DEPARTIE NT OF THE NAVY.

B. PROVIDE, OPERATE, AND AINTAIN ADECUATE
AND SECURE NAVAL COﬂuUNICATIONS.

C. APPROVE RECUIREMENTS FOR THE USE OF

EXISTING COWMUIICATIONS CAPABILITIES AND
RESOURCES. '
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D.

E.

Feo

COORDINATE THE EXECUTION OF AP-
PROVED COM:UNICATIGONS PROGRANS.

ADMINISTER AND COORDINATE RADIO
FREGUENCY WATTERS.

EXERCISE COW#AND AUTHORITY OVER
AND BE RESPONSIBLE FOR THE PRIMARY
SUFPORT OF THE SHORE (FIELD) AC-
TIVITIES OF NAVCOWMMSYS AS A NAVAL
SERVICEV|DE SYSTE:i, AND SUCH OTHER
ACTIVITIES AND RESOURCES AS iAY BE
ASSIGNED.

C. DIRESTOR SIGNAL EXPLOITATION AND SECURITY
DIVISION/COWMANDER NAVAL SECURITY GROUP
COMMAND (DSESD/COMNAVSECGRY )

1+ THE

A,

MISSION OF COMNAVSECGRU 1S TO:

EXERCISE AUTHORITY OVER PERFOR-
HANCE OF CRYPTOLOGIC AND RELATED
FUNCTIONS.

PROVIDE, OPERATE, AND MAINTAIN AN
ADE.UATE NAVSECGRU,

APPROVE REGUIREENTS FOR THE USE
OF EXISTING NAVSECGRU CAPABILITICS
AND RESOURCES.

'COORDINATE THE EXECUTION OF APPROVED

PRUGGRANS.,

EXERCISE COWMUAND AUTHORITY OVER AND
BE RESPONSiELE FOR THE PRIMARY SU

PORT OF THE SHORE (FlELu) AOTIVITIES OF,

NAVSECGRU AS A NAVAL SERVICEWIDE

SYSTE#, AND SUCH OTHER ACTIVITIES AND

RESOURCES AS HMAY BE ASSIGNED

P, MANAGEMENT CONTROL

A. THE

a"i,a e §\¢ f"\% ¥ HAS ASSI GNED

T0 LOMNAVCQM THE V1SSTCN TO EXERCISE

o

SAND AUTHORITY OVER THE NaVAL CCo L

NICATIONS COMPLEX.

1. ACTIVITIES OF NAVAL COUNICATIONS SYSTEM

A. DESCRIPTION:s A FIXED INTEGRATED COI U«
MICATIONS NETWORK THAT FOR#MS. THE FRAME-
WORK OF NAVAL COWEUNICATIONS.
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CF ALL NAVCOMMSYS
‘OPZ I’\‘(_. 1[\”_)
S\/ST!_ IS

CESSARY TO

B. MISSION: THE 1SSION
ACTIVITIES 1S TO wANAGE,
FAINTAIN THOSE FACH LiTIr

EOUIPHENT AND DEVICES NE

% PROVIDE R ;SIT_ CG"UNICATIONS FOR THE
=) CONfAND, OPERATI AL CONTROL, AND ADEINI-

-~/ STRATION CF THt NAV:L ESTABLISHEENT; TO
{0 MANAGE, OPERATE AND “aINT#IN THOSE FA-

CILITIES CF THE DCS AS ASSIGHKEDy; AWND TO
PERFOK SUCH OTHER FUNCTICNS AS MAY CE
DIRECTEL BY THE CNO. :

V. NAVAL COMEUNICATIONS STATION COMPONENTS wéVeemms?A

(hs COMiUNICATIONS GENTER ( COMMCEN )
1. TECHNICAL CONTROL FACILITY (TCF)

Sesbee 6 WA DA

2. PATCH \
EQJIPHENT AREA)

3. PATCH AND TEST FAC!LI!Y ( ERSINAL
EQUIPMENT) © ‘ _—

4. THE CRYPTOCENTER ?5?ﬁz!éaz
5

. THE FLEET CENTER
6. THE KESSAGE CENTER |
7. THE UNCLASSIFIED CO4 UNICATIONS AREA

(WIREROUM )

R. THE GRAPHIOCS CENTER

9. THE RBELAY CIRTER
/1. *

THE VISUAL SIGNAL FAGILITY

(P RECEIVER STATION (NAVRADSTA (R)

1o PROVIDES REGEIVING FACILITIES TC WMEET
VALIDAT=D COMIULICATION OPERATING
RECUIREZENTS,

2. PROVIDES RE“OTELY CONTROLLED RECE!V-
ING FACILITIES FOR USE BY OTHER NAVAL
ACTIVITIES AS AUTHORIZED BY CCMNAV-
ComM,

7ol NSLTTIN
(Cs TRANSSITTING STATION (NAVRADSTA (T) )

t. PRGVILES TRANSHITTING FACILITIES TO
VEET VALIDATED €O UNIC:TIONS REQU[RE-
MENTS.

2. PROYIDES PF

BOTELY CONMTEOLLFD THANS-
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MITTING FACILITIES FCR USE BY CTHER NAVAL
ACTIVITIES AS AUTHORIZED BY CUMNAVCO. ..

b e A 27 = 1 = v

V. COMMUNICATIONS CENTER FUNCTIONS
A. FLEET CENTER Fw7e€¥
1. OPERATES ALL CRYPTOGRAPHICALLY PROTECTED

BROADCAST, SHIP/SHORE, AND WHEN ASSIGNEL,
ATR/GROUND CIRCUITS,

2. OPERATES NORATS FACILITIES WHERE INSTALLED e

S. PERFORMS RELAY FUNCTIONS FOR NAVY SPECIAL
PURPOSE OPERATIONAL NETWORKS,

4, PROVIDES THE TRANSFERIPOINT 'FOR MESSAGES *
BETYEEN THE NAVY'S OPERATING FORCES (E.G., :
SHIP/SHORE, AIR/GROUND, AND THE DCS.

5. OPERATES A FLEET LOCATON INTEGRATED WITH THE |
AOVELENT REVORT SYSTEN TG CENTRALIZE ROUTING |
INFORMAT | ON FOP THE OPERATING FORCES. |

B. MESSAGE CENTER §

1. RECEIVES, PREPANES, AND PROGESSES INCOMING AND|
OUTGUING MESSAGES FOR TRANS#ISSION OR LOCAL |
DELIVERY OR BGTH. g

2. PROCESSES SERVICE miSSAGES.

3. e FHINS  MESSHGE. il
i
;
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SS NOTES WEEK THREE PROCEDURE (3-1-34)
LE: |NTRODUCTION TO AFLOAT ORGANIZATION

ECTIVES: UPQN COMPLETION OF THIS LESSON YOU WILL EE ABLE TO:

EXPLAIN THE B+S1C SHIPBOARD WATCH ORGANIZATION OF
COMuWUNTCATIONS aND EXPLAIN THE FUNCTIONS AND RESPONSIBLITIES

OF KEY COMMUNICATIONS SILLETS.

AFLOAT

EXPLAIN THE RELATIONSHIP OF NAVAL COit‘UNICATIONS TO THE
DuFEdSE COMMUNTCATICNS SYSTEi (DCS) AND NATLONAL COMiali—

NICATIONS SYSTE' (NCS ).

AFLOAT COWMUNICATIONS
A. COMUNTCATIONS ORGANIZATION

1. DESCRIPTION: THE BILLET STRUCTURE AND
NUMBER OF PERSONNEL ASSIGNED ILL VARY
VITH THE MESQJLV AND FUNCTION OF THE SHI
FOR INSTANTE, 1IN SOME SHIPS THE COMIUN|-
CATION MATCH OFFICERS (CwOS) WILL BE ASS
COLLATERAL DUTIES AS RADIO OFFICER, SIGN
OFFICER ANL RPS CUSTUDIAN, GHILE I SHAL
SHIPS THE COVMUNICATION OFFICER wAY PERF
ALL THESE DUTIES, Ll\t‘lSt, IN SHALL SHI
ONE OR :'ORE ENLISTED HEN @gi ERFORE ALL
purlgg OF TH. co UNIuATIUw WATCH OFF I CER

%Q) SENIOR WATGH SUPERVISOR (sws), WA

;uNxc«TIUN sypw .‘v1son9 AND TECHNICAL -

CJiTa@Lpﬁup AVISOH. THE BILLETS ARF BASI
AND H N THEY ARE COUBINED, THEIR ASSOCI
ATE DUTIES #MUST BRE Siu H_/\HH_\/ COMEBINED,
NUF 16 DESIGNATES THE TVP:S CF SHIPS IN

HHICH THERD IS A COMAULICATION BEPARTHE
IN SHIPS NOT SO DESIGNATED, COM UdICATIO
PERSONNEL ARE ASSIGN:D TO THE Jomidrr.

COL UNTCATION Fd!\!lwb% ARE THE SAIE.
B. KEY BILLETS |
1. FUNCTIONS AND RESFONSIBILITIES
A. COUHUNICATIONS OFF | CER (CO.4i0).

: TS LaRWeL e g MM

«%&ﬂ’ THE CO‘IUNECATIONS OFFICER AT EACH
COM%HND, AFLOAT CR ASHORE, IS
RES?UNS‘BLE;TO THE k;%WWﬁkﬁéﬁ’ —
LERFICER. FOR REL I/\Blu««; QEuUPL H;\D
RAPID COMaUNTCATIONS FOR
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THE CORGAND TO WHICH HE S ATTACHED.
AS THE COuMUNICATION ADVISOR FOF THE
COMIAND, WITH DIRECT RESPONSIBILITIES
FOR ALL COMIAND COmMUNICATIONS FUNCTIONS,
HE 1S AEGUIRED TO HAVE KNOWLEDGE OF,
AND BE ABLE TO USE, NAVAL WARFARE
PUBLICATIONS (WP TS )7AS THEY AFFECT
COUNTCATIONS, AND SUPPOPTING AND
APLIFYING CO% UNICATIONS PLANS AND
DIRECTIVES FOR THE CO MAND. THE SHIP'S
COMLUNICATIONS OFFICER IS RESPOUNSIELE
FOR ORGANIZING, SUPERVISING, AND
COGRDINATING THE SHIP'S EXTLRIOR
COMEUNTCATIONS, INCLUZDING MANAGEMENT
OF CONNECTED INTEZRIOR SYSTEMS.

B. COMMUNICATIONS WATCH OFFICER (CUQ,

1. THE COMEUNICATION WATCH OFFICER(S)

1S NOHMALLY FROM THE CO®PLERENT OF

OFF I CERS ASS!C IED TU THE CPERATIONS
DEPARTHENT, EXCEPT IN THOSE SHIPS THAT
HAVE A COMMUNICATION DEPARTLENT. IN
LARGE SHIPS, PARTICULARLY IN WARTIVE
"JUNTOR OFFICERS iAY BE ASSIGNED
SPECIFICALLY TO THE OPERATIONS/COWM-
SNICATIONS DEPARTHENT FOR WATCHSTANLING
DUTY Ofi TRAINING IN COSEUNICATIONS.

IN SYUALLER SHIPS, THE LUTY OF THE CWO
WILL BE PREFONGED BY THE COMLUNICATION
OFFICER A BRPS ASSISTANTS, INCLUDING

SEW|OR ENLISTED MEN UHEN NECESSARY. Ad: o 1007

THE Cl0, UNDER THE CO4{UNICATION
OFFICER, 15 RESFONSIELEZ FOR ALL IN-
COMING AND OUTGOING TRAFFIC AS PROVIDEL
IN THE STiNDARD GO “UNICATION ORGAN I -
ZATION. HIS LUTY IS TG ENSURE THAT 42
2 S AGE s 5 TRANS: | TTED OR REG—

IN ﬁCCUnuAN E VITH EXISTING REGULATIONS
C. SENIOR WATGH SUPERVISOR (S¥8S)
1o THE SENIOR WATCH SUPERVISOR, LHEN
ASSIGNED, 1S THE SENJOR E ENLISTED HAN
ON VATCH AND 1S HESPONSIBLE TO THE
sl FOR ALL COMIUNICATIONS.
D. SIGMAL SUPERVISOR
1. THE SIGNAL SUPERVISOR S RESPUNSIBLE

TO THE SDO, 0®D, AND Cv'0/SWS FOR
SUPERVISING THE VISUAL SIGNAL WATCH.

PAGE 2
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E. MESSAGE PROCESSING CENTER SUPERVISOR

1. THE “ESSAGE PROCESSING CENTER
SUPERVISOR 1S RESPONSIBLE TO THE SWS
CR THE CWO FOR MESSAGL PROCESSING
AND CIRCUIT OPERATION FUNCTIONS,
HE HAS DIRECT SUPERVISICN OF ALL THE!
RADIOWEN ON YWATCH IN THE uESSACc
PROCESSING CENTER.LFAN © oln)

NICATIONS RELATIONSHIP
TIONAL GO UNICATIONS SYSTZi (NCS) - mixr

SOUE DEFENSE COUMUNICATIONS SYSTEM (DCS)
FAGILITIES ARE OWNED AND OPERATZD 8Y THE
NAVY. THEREFORE, THROUGH THE DCS, THESE
NAVY FACILITIES ARE A PART OF THE NCS

AND ARE GOVERNED GY NCS RULES aND_PRCC-
EDURES. THE CO NAVCO: REPRESENTS THE.

DEPARTHENT OF THE NAVY [N eo i
COMUUNICATIONS MATTERS v ITH THE
NATIONAL COW UNICATIONS SYSTER.

ANAG;R,

R. DEFEN ISE COBULICATIONS SYSTEM (DCS )

1.

WITH THE EXCEPT&ON OF NATIONAL C"ERC:iuY

COUAND POST AFLOAT (NECPA) FACILITIES,
ALL DCS FACILITIES OPEZRATED BY THE NAVY
FRE_ASHoReE . THE MAJORITY OF ESSAGE
FLOWITG EETUEEN SHIPS AND SHORE COMIANDS
1S ROUTED OVER DCS CIRCUITS AT SO.E
FOINT BETwEEN OnlC!NATDR AND ADDRESSEES.

THE Wi 97 AN A °_ARE NOR~
SALLY NTS WHERE _ TRAFFIC
IS TRANS FcRR D BETLEEN HHVY OPERATIONAL
CIRCUITS AND DFS LlnbLlT THL INTERFACE
1S PROVIDED 1 T0E Fode i Covyed .
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Do OPNAVINST 5510,1 (CEn1:8)
§ N f’
1. LOKG Tf’! TLE;”D&K’:@EZM!’!. 2L 1‘]*114‘;2&&@&/ e /L,Mfulfp"“ i
i ﬂWQfM%ﬂﬂﬂ
15 AN UNCLASSIFIED P LICATIO
CH CoMTAING " ETAILED RIGULA-
ONS AND GHIDANCT FOR CLASO|FY=-
NG, HARKING AND HANDLING CLASSIH
FE“iVEonn TION AMD FOR ACOESS
RETO AND IlaCL%J" THEECF, |IT
ECJ ,‘-() Tln. i> l‘ﬁ U,S. ."..HVV SE"
ATY DIRECTIVE RELATING TO THE
S&FECU“ iDING OF CLASSIFIED [NFORA
HATION, ITS PPCVISIONS APPLY TO
ALL GTTLITARY AND CIVILIAN PERSON
NZL AN TO ALL ACTIVITIES OF THE
D,.@”T,UJT OF THE MNAVY,

FITe SELATY

VE IMPQRTANCE OF FUNDAGENTAL REQUINHE-
GENTS OF

‘-!r.‘\[?!xi ) ~H‘J'“ICAT!)*\18

Ve
[

A, THERE ‘HL,TH\QL FUNDAGENTAL AEAUINRELEINTS
OF VAL QJw' NICATIONS,

3 . -:] P 2
T i e {0t PO TN

12 RELIABILITY =/l

ECURITY = YARIAGLE oELATIONSHIP BE

2e J
EN SECURITY AN SPESL, DUNING THE
:

S
TIE

[HITIAL PLANNING STAGE, THROUGH THE
B“r‘ >AT;om STAGE, TO THE TIuL FOR

EXECUTION, SECUN TY CONS ATIONS |y
AR OHIHAMT 5UT SPEEL DICOHES [N | R
uAfAS!huLY K PORTANT, "

S SPEED - S id!"ﬁ HAHGEABLE WITH SD—E
CJulezi_”r“ NG ON THE SITUATION,
AFTER THE EXZCUTION OF AN OPERATION
G ﬁJﬂJHG LqTiL&, SPEED 1S NOSMALLY
HdORE TWMPORTANT THAM SECURITY.

Ve LIMITATIONS AND PRINGIPLE BASIS OF SECHUR-

Ao LESITATION

1. SEC,

R
3] R
i ! e

i

EF!L—’ ;laru\.,\ilO’\‘ AT
GUBIERY SAFETY 20 NHOT

QUARNTE ’)T‘CTEU“,

NOT ATTENPT TO WEET £

SITUATION. THE LAY OF ©

DOTUGNS LTS THE CON

THAT CAN BE ZuPLOYED PROF!TABLY, oUT

IT 1S POSSIZLE TO ODTAIN A SATISFACH
G

”"Y [810]
DRCETVALUE

J \M’NC

GEASHGES

TORY DEGREE SECUNTTY HHTH A MINT~
AU OF SACATFICE ¥ JPEQATING EFFI-

ClLENCY,

PAGE 2
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CLASS NOTES . WEEK THREE PROCE! URE (3~-2-2
TITLE:  INTRCDUCTION TN SECURITY
OCJECTIVES: UPON COMPLETION OF THIS LESSON YOU WILL BE ABLE T€

l. DEFINE THE TERM "CLASSIFICATION™ AS APPLIED T0O DEFENSE
INFORMAT ION

1, DEFINE THE TERM "CLASSIFIED MATTER",

[11s STATE THE THREE CATEGNRIES OF CLASSIFIED [NFOIMATION ANC
GIYE THE DEFINITION OF EACH CATEGORY.

[V, INDICATE THE CLASSIFICATION CATEGORY OF VARIOUS fY?@S
OF CLASSIFIED MATTER WHEN GIVEN A LIST OF VARIOUS TYPES
OF CLASSIFIED ”ATTEn

D T R ™ - mm e e owe e wm e e me s e e e e e

s CLASSITIOATION |
Ao ULEEINITION: THE BETERMINATION THAT i
SFFICIAL INFORMATION REQUIRES, TN THE :
INTEREST OF NATIONAL DEFENSE, A SPECIFIC |
CDEGREE OF PROTECTION AGAINST UNAUTHORIZED |
DISOLOSURE, GOUPLED WITH A WARKING OR |
OTHER IDENTIFICATION SIGNIFYING THAT g
SUGH A DETERMINATION HAS DEEN MADE |
1. GLASSITIED WATTER i
Ao CESSITIED INFORMATION ?
Te GASSIFIED INFORMATION 1S OFFICIAL ;
CNFOPMATION WHIGH HAS BEEN DETERMINED
"0 REQUIRE, IN THE INTERESTS OF NA-
TINUAL DEFENSE, PROTECTICN AGAINST %
UALITHOR 1 ZED DISCLOSURE AND WHICH |
HAS BFEEN SO DESIGNATE

. CLASSITIED WATERIAL §
"« GLASSITIED WATERIAL 1S ANY MATTER, ]

DORUNENT, BRODUCT, OR SUBSTANGE Of
P IN WHICH OLASSIFIED INFORKAT ION |
e RFCGPDED OF EMBODIED, ?

2o P TEPMS "CLASSIFIED INFORVATION",

ﬂ‘“xrlpD MATER TAL™, "ligs 4<jffff

AN “f‘ﬁ SIFIED DEFENSE THEORMATION

AFFE SCHMETIMES USED AS SYNONYMS, THE
threr DIFFERENTIATICN BETWEEN "CLASS-
IFIED INFOPYATION™ AMD "CLASSIFIED
CMATERTAL™ R ”CLASSIFIED VATTER™ 18
NOT INTENDED TO INTERFERE WITH THAT
BROADET UFLULUG WHEREVER EMPLOYED,.
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CATEGORIES OF CLAGSIFIED INFORMATION

A

THERE ARE THREE CATEGORIES OF CLASSIFIED
INFORMATION WHICH, IN DESCENDING ORDER

OF

IMPORTANCE, SHALL CARRY ONE OF THE

FOLLOWI NG DESIGNATIONS: "TOP SECRET",
"SECRET", OR "CONFIDENTIAL",

1.

o
.

TOP SECRET

Aes THE USE OF THE CLASSIFICATION TOP
SECRET SHALL BE LIMITED TO DEFENSE
INFORVATION OR WATERTAL WHICH REQ-

ittt e o 5 .

H
i

i
{

IRES THE HIGHEST DEGREE OF PROTECTION{

- THE TOP SECRET CLASSIFICATION SHALL
BE APPLIED ONLY TO THAT INFORMATION
OR WATERIAL THE DEFENSE ASPECT OF
WHICH 1S PARAVOUNT, AND THE UN-
AUTHORIZED DISCLOSURE CF WHICH
COULD RESULT IN ZXCePTionNALLY GRRVE
DAMAGE TO THE NATION, '

SECRET

A. THE USE OF THE CLASSIFICATION
SECRET SHALL BE LIVITED TO THE
DEFENSE INFORWATION OR WATERIAL
THE UNAUTHORIZED DISCLOSURE OF
WHICH COULDRESULT IN_sclipus DPAmice
TO THE NATION.

CONF {DENT AL

A. THE USE OF THE CLASSIFICATION
CONF IDENT FAL SHALL BE LIMITED TO
DEFENSE INFORWATION OR FATERIAL THE
UNAUTHOR I ZED DISCLOSURE CF WHICH
COULD BE 7% dupl€AL TO THE
DEFENSE INTERESTS OF THE NATION,

CATEGORIES CLASSIFIED WATTER

AL

THE

TOP SECRET CLASSIFICATION SHALL BE

CAPRLIED ONLY TO THE FOLLOWING TYPE OF

INFORVATION OR WATERTAL:

1

N
3

LEADING TO A DEFINITE BREAK. IN DIP-
LOVATIC RELATIONS AFFECTING THE DEF-
ENSE OF THE UNITED STATES, AN ARWED

ATTACK AGAINST THE UNITED STATES, OR

TS ALLIES, A _WAR,

HE COWPROMISE OF mI1LITARY OR DEFENSE

T
" PLANS, OR INTELLIGENCE OPERATIONS, OR

SCIENTIFIC OR TECHNCLOGICAL DEVELOPWENTS
VITAL TO THE NATIONAL  DEFENSE
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As EXAMPLES:

1. A STRATEGIC PLAN DOCUMENTING
THE OVERALL CONMDUCT OF A WAR,

2.  WAR PLANNING POCUMENTS WHICH uONTA!N
WORLDW IDE WART IME PLAVﬁiNu o
FACTORS FOR THE USE OF NUCLEAR WEAPONS.

THE SECRET CLASSIFICATION SHALL BE APPLIED
ONLY 7O THE FOLLOWING TYPE OF INFORWATION
OR ~ATERIAL:
T+ JEOPARDIZING THE INTERNATIONAL
RECATTONS OF THE UNITED STATES.

>

2. ENDANGERING THE EFFECTIVENE S OF
PROGRAM OR POLICY OF VITAL [WPORTANCE
TO THE WATIONAL DEFENSE.

COVPROMIS ING [MPORTANT W ILITARY OR DEFENSE
PLANS, OR SCIENTIFIC OR TECHNOLOGICAL DEV-
LOPHMENTS [MPCRTANT TO THE MATIONAL DEFENSE

Lo REVEALING IMPORTANT INTELLIGENCE OPERATIONS [waf-iw 25 cuvimm. |
A.  EXAVPLES:

Te INFORMATION OF VITAL IVPORTANCE
TO THE NATIONAL DEFEMSE CONCERNING
SPECIFIC QUANTITIES OF WAR RESERVES.
2. COMMUMICATIONS SECURITY DEVICES AND
CRYPTOGRAPHIC WATERITAL THAT REVEAL
INFORMATION OF VITAL [WPORTANCE
TO THE NATIONAL DEFEMSE,

THE CLASSIFICATION COHEIDED TJﬂL I
ITED TO THE FOLLOWING TYPE OF DEF
PUFORMATION CR T ATERIAL

S L=
ENSE

T OPERATICMAL AND BATTLE REPCORTS WHICH
COMNTAIN INFORWATION OF VALUE TO THE ENERMY

' n
2 INTELLIGENCE REPORTS, i ffvilaizran % et i)

& DFVI“EJ AND BATERIALS RELATING TO
COMUUNICATIONS SECURITY.

li.  FERSONNEL SECURITY lNVESTIGAT!ONS AND
OTHER TMYESTIGATIONS WHICH RENUIRE
FEOTECTION AGAINST UMAUTHORIZED

D15C 1OUWPF




CLASS NOTES WEEK THREE PROCEDURE (3.2-3)
TITLE: INTORDUCTION TO SECULITY
JBJECTIVES: UPON COMPLETION OF THIS LESSON YOU WILL BE ABLE TOs

{4 DEFINE THE FHRASE "NEED TO KNOW"™ AND EXPLAIN THE BASIC
CONSIDERAT!IONS THAT ESTABLISH THIS NEED.,

[l DEFINE THE TERM "ACCESS" AS APPLIED TO CLASSIFIED #ATTER.
{11, DEFINE THE TER:i "CLEARANCE™,

[V. STATE THE PURPOSE FOR CONDUCTING A PEFSONNEL SECURITY
INVESTIGATION,

V. NAME AND BRIEFLY DESCKIBE THE CONSIDERATIONS OF THE
THO TYPES OF SECURITY INVESTIGATIONS.

Vi. STATE THE TwO TYPES OF SECURI!TY CLEARANCES AND EXPLAIN
THE CIRCUMSTANCES UNDER WHICH THEY #AY tE GRANTED.

VIile STATE WHO HAS FINAL AUTHGRITY TO GRANT A SECURITY
CLEARANCE,

I« NEED TO KNOW

A. THE TER:# "NEED _TO KNOW"™ S GIVEN TG THE
,xREQUIREHENT AT DISSEMINATION .OF CLASS-
¢ IFIED INFORMATION BE LI#ITED STRICTLY
1 TO THOSE PERSONS WHOSE OFFICIAL MILITAIY

© OR OTHER GOVERNWENTAL DUTIES REnuUIRE
. KNOWLEDGE OK >038Ess;um THERECF .

B. RESPONSIBILITY FOR DETELMINING WHETHER
A PERSON'S Di.TIES REQ&HRE THAT HE POSSESS
OR HAVE ACCESS TC CLASSIFIED INFOI *ATION
AND WHETHER HE |S AUTHORIZEL TG RECEIVE
IT RESTS UPON EACH IND!VIDUAL %WHO HAS
POJSEQS!O ; KNOWLEDGE, OR CO'*+ANL CON-
TROL ©F THE INFORHATION INVOLVED AN NOT
UPON THE P"ROSPECTIVE RECiPICNT THIS
PRINCIPLE 1S APLICABLE WHETHER THE PRO-
SPEFTIVE RECIPIENT IS AN INDIVIDUAL, A
CULIIAND, A DEFENSE CONTHACTOR, ANOTHER
FFDERAL AGENCY, OR A FOREIGN GO\/EHN},‘?ENT°
A "NEED TO KNO‘" IS RECOGNIZED AS ESTAB-
LISHED WHEN:

1+ THE DlJCLOoURF IS NECESSW:Y IN THE
iNTEREST OFﬂH!/w!!’f‘f‘ p Fgw;@; _—

2. THERE CLEARLY AP.EAIS FRC ' THE POSI-
TlOﬁ STATUS, DUTIES, AND FiSPCNSI-
lLiTiES OF THE A.leLANT THAT HE HAS
A LEGITIMATE REQUIREMENT FOR ACCESS
PAGE 1




L.

ACC

A

TO THE CLASSIFIED INFORMATION [N ORDER
TO CARRY OUT HIS ASSIGNED DUTIES AND
RESPONSIBILITIES.

. THERE 1S WO OTHER EGQUAL OF READY SOQURCE
OF THE SAi#iC CLASSIFIELD |NFORMATION
AVAILABLE TO HIt,

. THE APPLICANT IS OR CAlN 2E APPROPRIATELY

CLEARED FOR ACCESS TO THE DEGREE OF
CLASSIFIED [NFORMATION INVOLVED AND 1S
CAPABLE BOTH PHYSICALLY AND BENTALLY OF
PROVIDING THE DEGREE OF PROTECTION WHICH
THAT INFORMATION REQUIRES.

ESS

DEFINITION: THE ABILITY AN OPPOrTUNITY
TO OBTAIN KNOWLEDGE OF POSSESSION OF__

CLASSIFIED __ INFORVATION,

PHi. oL

Y

Ve

.

A

PER

Ao

AN INDIVIDUAL ©OES NOT HAVE ACCESS TO
CLASSIFIED INFORMATION MERELY BY BEING
IN A PLACE WHERE SUCH INFCR#3TION IS
KEPT, PROVILED THE SECURITY MEASURES
WH1CH ALE IN EFFECT PREVENT HIM FROM
GAINING KNOWLEDGE OF POSSESSION OF SUCH
CLASSIFIED [NFORMATION,

EARANCE

DEFINITIONS AN ADMINISTRATIVE D
TION BY COMPETENT AUTHORITY THA
DIVIDUAL 18 ELIGIBLE, FRO: A SEC!
STANDPOLT, FOR ACCESS TO uL,§ |
FORMATION OF THE 54, «
CATEGORY A4S THE CL H\HuGE SE

S5OWMEL SECURITY !UVESTIHAT!OF

PERSONNEL SEGCURITY 1NVL TIGATION ARE
COND!CTED TG DETERWINE HETHcR A PERSON,
FROM A SECURITY oT”Nu(UlNla SHOULD BE
ALLOWED TO HAVE thES“ TO CLASSIFIEZD IN=-
FORMATION,

TYPES OF SECBITY INVESTIGATIONS

A
ite

HATIONAL AGENCY CHECKS (WAC )

1. HATIONAL AGENCY CHECKS CONSIST OF 4
CHECK ¥ITH VARIOUS AGENCIES FOR PER-
TINENT FACTS HAVING A BEARING ON THE

: _OF THE INDIVIDUAL.
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IN THE EVENT OF DEROGATORY OR QUES~
TICGNABLE INFORMATION DISCLOSED BY A
NATIONAL ACENCY CHECKﬁ THE [INQUIRY

WiLL BE EXTENDED A4S NECESSARY TO OBTAIN
SUCH ADDITIONAL INFORMATION AS @AY BE

2.

REGLIRED AS A BASIS UPON WHICH TO GRANT
OR DENY CLEARANCE,
B. BACKGROUND [NVESTIGATIONS

1« A BACKGROUND [NVESTIGATION WHICH IS
CONDUCTED FOR CLEARANCE PURPOSES IS
DESIGNED TO DEVELOP [NFOR#ATION AS
TO WHETHE:, THE ACCESS TO CLASSIFIED
INFORWMATION BY THE PERSON BEING IN-

VESTIGATED [S CLEAFLY CONSISTENT

WITH THE INTEREST COF NATIONAL SECURITY.
I'T SHALL MAKE INGQUIRY INTO THE PERTINENT
FACTS BEARING ON THE LOYALTY .ND

TRUSTWORTHINESS OF THE INDIVIDUAL. IT

WILL NORMALLY COVER THE MOST RECENT
___ /S _YEARS OF HIS LIFE OR FROI THE

DATE OF HIS 18TH B}RTHD Y, WHICHEVER IS

THE GSHORTER PERIOD., WHEN DEROGATORV
[NFORMATION 1S DE\ELOPED IN THE COURSE OF
ANY INVESTIGATION THE INVESTIGATION SHaLL
BE EXTENDED TO ANY PART OF THE [NDIVIDUAL'S
LIFE NECESSARY TO SUBSTANTIATE OR DISPROVE
THE INFORMATION AND TG BASE A SECURITY
DETZRUGINATION, THE [NVESTIGATION EAY ALSO
BE EXPANDED WHEN ALDITIONAL INVESTIGATION

S SPECIFICALLY REQUIRED BY COMPETENT
AUTHORITY.
Vi. TYPES OF SECURITY CLEARANCES
Ao FINAL CLEAT ANCE
1. OME GRANTED UPON COMPLETION OF ALL
INVESTIGATIVE REWUIREMENTS,

2.

INTER & CLEARANCE

"+ A DETER#INATION OF TEHPORARY ELIGiBlL!TY
FOR ACCESS TO CLHSS!FIED INFOR TION
A CLEAFANCE SH.LL BE [SSUED

INTER I8
OULY WHEN |T 1S CLEARLY ESTABLISHED THAT

THE DELAY WHILE WAITING FOR THE COMPLET!ON
OF THE INVESTIGATION REQLIRED FOR A FINAL

CLEARANGE WOULD BE HARSFUL TO THE NATIONAL:
DEFENSE, INVESTIGATION REQUIRED TO EFFECT !
A FINAL CLEARANCE SHALL BE INITIATED |
LAMEDI ATELY WHEN INTERIH CLEARANCE PROC- |
EDURES ARE USED. A FINAL CLEARANCE SHaLL |
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BE EXECUTED UPON SATISFACTORY COMPLETION
OF THE INVESTIGATION, UNLESS SUCH CLEAR-
~ANCE 1S WO LONGER REGUIRED,

2. I|F, UPON REVIEW OF THE STATEWENT OF PER-
SONAL HISTORY (DD FORM 398) BY THE CLEAR-
ING AUTHORITY, IT 1S APPARENT THAT THE
FULL INVESTIGATIVE REQUIREMENTS FOR THE
CATEGORY OF CLEARANCE REQUESTED CANNOT
BE COMPLETED, AN INTER{# CLEARANCE SHALL

NOT BE GRANTED, NOR SHALL THE [NVESTIGATION |

BE INITIATED.

VIl GRANTING SECURITY CLEAMANGCES

UPOM RECEIPT OF THE RESULTS OF A COMPLETED
NATIONSL AGENCY CHECK (NAC) OR BACKGROUND
INVESTIGATION (BIl) wHICH HAS BEEN SUBMITTED
FOR SECURITY CLEARANCE PURPOSES, THE ____

Cowmivbive (eeizeg  OR OTHER COMPETENT AUTHOR-
ITY SHALL EITHER GRANT OR DENY A4 SECURITY
CLEARANCE.

T~
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CLASS NOTES WEEK THREE PROCEDURE (3-%-1)

TITLE: COMPROMISE

OBJECTIVES: UPON COMPLETIOM OF THIS LESSON YOU WILL BE ABLE TO

la DEFINE THE TERYV "COWMPROMISE" AS APPLIED TO CLASSIFIED MATTER
1. STATE AND EXPLAIN THE THREE PROBABILITIES OF COMPROWISE

I11e  EXPLAIN THE PRECAUTIONS USED TO PREVENT COVMPROMISES OF
CLASSIFIED DOCUMEMTS DURING WORKING HOURS

[Ve EXPLAIN THE PRECAUTICNS (SED TO PREVENT COMPROMISE OF
CLASSIFIED DOCUWENTS AFTER WORKIMG HOURS

le COWPROMISE

A, /A "CDMPROMISE™ IS A LOSS OF SECURITY WHICH
/ RESULTS FROW AN UNAUTHORIZED PERSON 0B~
L TAINING KNOWLEDGE OF CLASSIFIED INFORMATION J

\ .

B, THE TERM "UNAUTHORIZED PERSON" WEANS ANY
PERSON NOT AUTHORIZED TO HAVE ACCESS TO
CLASSIFTED INFORMATION,

I'te PROBABILITIES OF COMPROMISE
A, COMPROMISE CERTAIN

1. 1T IS 8T DEFINITELY KNCWNTHAT UNAUTHCRIZED
PERSONS HAVE OBTAINED KNCWLEDGE OR POSSESSION
OF CLASSIFIED MATTER '

B. COMPROW ISE POSSIBLE

Te 1T IS NOCT DEFINITELY KNOWN THAT UNAUTHORIZED
PERSCNS HAVE HAVE NOT OBTAINED KNOWLEDGE
OR POSSESSION OF CLASSIFIED #ATTER, FOR
INSTANCE, A LOST OR MISPLACED CLASSIFIED
DOCUMENT.,

Cs COVMPROMISE IWPOSSIBLE

e IT IS DEFINITELY KNOW THAT UNAUTHORIZED
PERSONS HAVE NCT OSTAINED KNOWLEDGE OR

POSSESSION OF CLASSIFIED WATTER. FOR

INSTANCE, KNCWN DESTRUCTION OF A PUB-

LICATICN BY FIRE, fa RN

Clsr UYPE 05 Cenvi Fr) Bij s A SPECT D \Fyssinuk]
Itle PRECAUTIONS USED TO PREVENT COWPROMISE OF
CLASSIFIED DOCUNENTS DURING WORKING HOURS

PAGE |




EACH INDIVIDUAL IN THE NAVAL ESTABLISHWENT
SHALL TAKE EVERY PRECAUTION TO PREVENT
DELIBERATE OR CASUAL ACCESS TO CLASSIFIED
INFORWATION BY UNAUTHORIZED PERSONS. ANONG
THE PRECAUTIONS TO BE FOLLCWED: '

1. WHEN CLASSIFIED DOCUNMENTS ARE REWMOVED
FROM STOWAGE FOR WORKING PURPOSES, THEY
SHALL BE KEPT UNDER CONSTANT SURVEILLANCE
OR FACE DOWN OR COVERED WHEN NOT IN USE

2. VISITORS NOT AUTHORIZED ACCESS TC THE
PARTICULAR CLASSIFIED INFORMATION
WITHIN A WORKING SPACE SHALL BE RECEIVED
OR INTERVIEWED IN SPECIFICALLY ARANGED
RECEPTION ROOMS OR AREAS,

3, PRELIMINARY DRAFTS, CARBON SHEETS, CARBON
PAPER, TYPEWRITER RIRBCNS (ONE TIFE)
PLATES, STENCILS, STENOGRAPHIC NOTES,
WORKSHEETS, AND ALL SI#ILAR [TEMS CON=-
TAINING CLASSIFIED INFORATION SHALL
EITHER BE:

A, DESTROYED BY THE PERSON RESPONSIBLE
FOR THEIR PREPARATION IMMEDIATELY
AFTER THEY HAVE SERVED THEIR PURPOSE.

Be SHALL BE GIVEN THE SAVE CLASSIFI-
CATION AND SAFEGUARD IN THE SAVME
MANNER AS THE CLASSIFIED WATERITAL
PRESCRIBED, -

lie  IF FOR ANY REASON A ROCW MUST BE
VACATED DURING WORKING HOURS, THE
CLASSIFIED WATERIAL THEREIN MUST BE
STOWED IN THE WANMER PRESCRIBED -

IV. PRECAUTIONS USED TO PREVENT COwPROWMISE OF
CLASSIFIED DOCUNENTS AFTER WORKING HOURS.

A

COMMAND ING OFF ICERS SHALL INSTITUTE A

SYSTEM OF SECURITY CHECKS AT THE CLOSE

OF EACH WORKING DAY TO INSURE THAT THE
CLASSIFIED MATERIAL HELD BY THE COMMAND 1S
PROPERLY PROTECTED. THEY SHALL REQUIRE THE
CUSTODIANS OF THE CLESSIFIED WATERIAL TO MAKE
AN INSPECTION WHICH SHALL INSURE AS A MINI-
MUM, THAT:

T. ALL CLASSIFIED WATERIAL {S STOWED IN

THE MANMER PRESCRIBED IN OPNAVIST 551{75.1 .
‘ REEE, o NANY SEeu2iTy MbNUIHS
ol CLATS EIED  INFE SRl BIATT O
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ALL CLASSIFIED MATERIAL WHICH MUST BE
PASSED FRONM WATCH TO WATCH IS
PROPERLY ACCOUNTED FOR.

A. ALL CLASSIFIED WATERIAL WHICH MUST
RE PASSED FROW WATCH TO WATCH WUST
RE INVENTORIED AT THE ResiNNivé
OF EACH WATCH AND THE pap
OF EACH WATCH.

BURN BAGS ARE PROPERLY STOWED OR DESTROYED

THE CONTENTS OF WﬂoTBﬁﬂ/ETS WH1CH
CONTAIN CLASSIFIED WATERIAL HAVE BEEN
STOWED OR DESTROYED

CLASSIFIED SHORTHAND MUTES, CARSBON PPAPER
CARBON PAPER TELETYPE RIBBONS, ROUGH DRAFTS
AMD SIMILAR PAPERS (1AVE BEEN PROPERLY STOWED
OR DFESTROYED, AS A “ATTER CF ROUTINE DURING
THE DAY, SUCH ITEMS SHALL BE PLACED IN BURN
BAGS IMMEDIATELY AFTER THEY HAVE SERVED
THEIR PURPOSE

COMMAND ING OFF ICERS SHALL PRESCRIBE PRO-
CEDURES WHERERY APPROPRIATE IDENTIFICATION
OF THE fagosy'stoirdii RESPONS | BLE FOR THE
CONTENTS OF EACH CONTAINER OR CLASSIFIED
MATERIAL SHALL BE READILY AVAILABLE,

IF A CONTAINER IN WHICH CLAS %IFIED MATTER
1S STO IED 1S FOUNMD UNLOCKED IM THE A«gthE
OF ASSIGMED PERSOMNEL, SUCH Ib ro BATION
SHALL BE REPORTED INMMEDIATELY TO. T.E SENIOR
BUTY OFFICER PRESENT.

Te THE CONTAINER SHALL BE GUARDED UNTIL
THE DUTY OFFICER ARRIVES AT THE LO-
CATION OF THE UNLOCKED CONTAINER.

2. THE DUTY OFFICER SHALL THEN INSPECT
THE CLASSIFIED WATfpi INCCLVED, LOCK
THE CONTAINER, AMD #AKE A SECURITY
VIGLATION REPCRT TO T E COMMAND IN
OFFI1CER,

5e IF THE DUTY OFFICER BELIEVES THAT
CLASSIFIED INFORWATICN VAY HAVE BEEN
COVPROMISED, HE SHALL REQUIRE THE
RESPONSIBLE PERSON TO RETURN TO THE
SHIP OR STATION TO WAKE A DEFINITE
INSPECTION REPORT.
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CLASS NOTES WEEK THREE PROCEDURE (3-3-2)

TITLE: INTRODUCTION TO NAVAL WESSAGE .

OBJECTIVES: UPON COMPLETION OF THIS LESSON YOU WILL BE ABLE TO
. DEFINE THE TERM "MESSAGE" AS APPLIED TO NAVAL COMIUNICATIONS

1o STATE THE LONG AND SHORT TITLE AND GIVE A BRIEF DESCRIPTION
OF THE CONTENTS OF THE PUSBLICATION CONTAINING GENERAL
COMMUNICATICNS INSTRUCTIONS

11, GIVE A BRIEF EXPLANATION OF THE CONCEPT OF NAVAL WESSAGES

IV.  DEFINE THE TERMS "ORIGINATOR", "DRAFTER", AND "RELEASING
OFFICER™ AS APPLIED TO MNAVA OW“LNICATiOP

Ve  EXPLAIN THE RESPONSIBILITIES OF THE ORIGINATOR AND THE
ORTGINATOR FUNCTIONS THAT ARE PERFORLED BY THE DRAFTER
AND RELEASING OFF ICER,
e NAVAL ”ESSA E
én
Ao DEEINLTION:  ANY THOUGHT OR [DEA EXPRESSED
BRIEFLY IN A PLAIN OR SECRET LANGUAGE, PRE=-
PARED IN A FORM SUITABLE FOR TRANSWMISSION
BY ANY WEANS OF COWMUNICATIONS

[1. COMMUNICATIONS PUBLICATIONS
A SHORT TITLE: A7~ 1R/

B. LONG TITLE: COMMUNICATIONS | NSTRUGT LONS
GENERAL e )

C. PURPOSE: THIS PUBLICATION PROVIDES GENERAL
INFORMAT 1ON ON @WMMUNICATICNS WATTERS,

1. FOR THE GUIDANCE OF ALL PERSONNEL

2. TO PROWOTE AN UNDERSTANDING OF THE CON-
CEPTS AND CAPABILITIES OF WODERN
MILITARY COMMUNICATIONS SYSTERM

5. T0 FACILITATE USE OF AVAILABLE COMMUNICATIONS
SERVICES BY COWMWMANDERS, STAFF OFFICERS AND
OTHER NON~COWMUNICATIONS PERSONNEL

L. TO PROVIDE A BASIS FOR DETAILED PROCEDURAL
AND OPERATIOMAL PUBLICATIONS IN SUCH COMM-
UNTCATIONS SUBJECTS AS FREQ., CALL SIGNS,
ADDRESS GROUPS, AND ROUTING INDICATCRS

3
2

D. SCOPE: CHAPTERS e ;b OF THIS ,PUBL ICATION
ARE DESIGNED TO OR TENTwon-commsn P [N GENERAL
COMMUNICATIONS ®ATTERS AND TO INSTRUCT ALL
PERSONNEL 1IN THE DETAILS A7 VESSAGE PREPARA-
TI10ON, OTHER CHAPTERS IHE INTENDED PRINARILY
FOR USE BY Comatumeszions FECsNE . <
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P11

CONCEPT OF NAVAL WESSAGES

Ae

NAVAL COWMUNICATIONS ARE THE WEANS BY

WHICH A COMMANDER MAKES HIS WIiLL KNOWN, -
AS SUCH, ARE THE VOICE OF COMMAND. ANY

MAVAL WESSARE SPEAKS FOR AND WITH THE

AUTHORITY OF COMMANDER WHO ORIGINATED 1T,

ALL OFFICIAL WESSAGES, WHETHER CLASSIFIED OR

NOT, CONTAIN PRIVILEGED INFORVATION. TiE

REVELATION OF CLASSIFIED INFORMATION TO AN
UNAUT-ORIZED PERSON IS PROHIBITED BY LAW,

NO PERSON IS ENTITLED TO KNCWLEDGE OR POSS-

ESSION OF CLASSIFIED OR UNCLASSIFIED COMMU-

NICATION SOLELY BY VIRTUE OF HIS GRADE,

PQS lTlON, OFFICEg OR OLEARANCE;A NEETD o ENse  VIKEDTT ox i

THE CONTENTS OF ALL OTHER PERSONAL AND COMM-
ERCIAL WESSAGES HANDLED BY NAVAL COMMUNICA-
TIONS SHALL NCT BE REVEALED TO ANYONE BUT THE
PERSON(5) ADDRESSED AND THE PERSONNEL WHO MUST
HANDLE THEM AT THE CrVMMUNICATIONS CENTER. UN-
AUTHORIZED DISCLOSURE 1S PROHIBITED BY LAW.

S ~PEATE esd A Ge

ORIGINATOR, DRAFTER AND RELEASING OFFICER

A

ORIGINATOR

THE ORLGINATOR OF A _MESSAGE 1S THE AUTHORITY wer (O, AuT
IN WHOSE MAME A MESSAGE 1S SENT, OR IS THE CommAnp T
COMVAND OR AcEnCY UNDER DIRECT CONTROL OF THE
AUTHORITY APPROVING A WESSAGE FOR TRANSH SS|ON

2. THE CORIGINATOR 1S RESPONSIBLE FOR THE FUNC~
TIONS OF THE DRAFTER AMD RELEASING OFFICER

DRAFTER

1. A DRAFTER 1S A PERSON WHO ACTUALLY COM- #Swstiy FR. Cwccns
POSES £ WESSAGE FOR RELEASE BY THE
ORIGIMATOR OR RELEASING OFF ICER

RELEASING OFF ICER

A RELEASING OFFICER IS A PERSON WHO WAY  #/swdity Deff #emis

AUTHORIZE THE TRANSWMISSION OF A WESSAGE
ok £ eide NAMG e ri€  CxiQIn/FTOR

RESPONSIBILITIES OF QFIC!NATQR DRAFTER AND

RETEASTNG OFF ICER.

A

ORIGINATOR W s sBlE Pl S

!
P

. | R P 3 s g o2 - an o
SE TR THET  FESFENE AT O e s

,,,,,

1. THE ORIGINATOR OF A WESSAGE HAS CER=-

DEFINITE RESPONSIBILITIES AS FOLLOWS:

PAGE 2

for




A. DETERMINING WHETHER THE WESS/GE IS
NECESSARY. A MESSAGE 1S NOT TO BE USED
WHEN A LETTER OR OTHER FORW OF
COMMUNICATION WILL SUFFICE

B. DETERMINE THE ADDRESSEE AND THE
TYPE OF WESSAGE

C. ENSURING THAT THE TEXT IS DRAFTED
IN ACCORDANGCE WITH ACP 121 foag fune Gevundl

D. ENSURING PROPER USE OF THE PRE-
SCRIBED WMESS/GE FORM.

E. DETERMINING THE SECURITY CLASSIFICATION
F. DETERMINING THE PREGEDENSE

G. ENSURING THAT THE WESSAGE IS SIGNED
3Y THE RELEASING OFFICER

He FORWARDING THE WESS/GE TO THE
APPROPRIATE AGENCY FOR TRANSWMISSION

fo EMSURING ALL ADDRRESSEE HOLD
MESSAGEREFERENCES.,

DRAFTER

1. THE DRAFTER OF A MESSAGE ACTUALLY COMPOSES
THE VESSAGE AND WRITES [T ON A MESSAGE
BLANK,  THE ciigiwiding 15 RESPONSIBLE FOR
THE FUNCTIONS OF THE DRAFTER.

RELEASING OFF ICER

1. THE RELEASING OFFICER AUTHORIZES THE povericAe asin
TRANSW ISSION OF A WESSAGE FOR AMD IN B

THE NAME OF THE _r 0 @midved

TRy T SHIEE

2. THE RELEASING OFFICER CHECKS THE WESS/HGE PRt

THAT THE DRAFTER COWPOSES PRIOR TO RFL- e

FELSING 1T, HE ENSURES THAT THE P e

VESSARE IS BRIEF, CONCISE, HAS PROPER

PRECEDENGCE, CLASSIFICATION, DOWNGRADING

INSTRUCTIONS, AND THE TEXT IS IN ACCORDANCE

WITH ACP 121. THE RELEASING OFFICER WMAY

CHANGE OR CORRECT ANY OF THE ABQVE WMEN-

TIONED ITEWS PRIOR TO RELEASING THE

MESSAGE.
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CLASS NOTES WEEK THREE PROCEDURE  (3-3%-3)
TITLE: BASIC WESSAGE FORWAT
OBJECTIVES: UPON COWMPLETION OF THIS LESSON YOU WILL BE ABLE TO:

le LIST THE PARTS, COMPONENTS AND ELEWENTS [N PRCPER
ORDER, INCLUDING PORTIONS OF A NAVAL WESSAGE,

I'te DEFINE THE TERM "PRECEDENCE" AND EXPLAIN ITS SIGN{FICANCE
TO THE ORIGINATOR, COMMUNICATIONS PERSONNEL AND ADDRESSEES,

14 1. -DEFINE AND EXPLAIN THE PURPOSE OF THE DATE-TINE GROUP.

V. DEFINE AND EXPLAIN THE PURPOSE OF WESSAGE INSTRUCTICNS.

W e am e mm B9 en e me e omw e mm wm e e s e mm am e e e ma e e e e v mee e e e

le  NAVAL WESSAGE; PARTS3, COWMPCONENTS AND ELEWENTS

A, EACH NAVAL VESSAGE WILL HAVE THREE "PARTS":

1o s

3. LNpNG

B. EACH WESSAGE PART HAS CERTAIN COMPONENTS
WHICH ARE BROKEN DOWN INTO ELEMENTS AND CONTENTS.

C. HEADING
1. COMPONENTS
A.( PROGEDURE
A< oL
(2. TRANSWISSI1OM INSTRUCTIONS
B.  PREAMBLE

Y 1. PRECEDENCE

\ 2. DATE-TIWVE GROUP

(2. WESSAGE INSTRUCTIONS
C. ADDRESS
1. ORIGINATORS SIGN, ORIGINATOR
2. ACTION ADDRESSEE SIGN, ACTION ADDRESSEE

5. INFORMATION ADDRESSEE SIGN, INFORMATION
ADDRESSEE

lie EXEWPTED ADDRESSEE SIGN, EXEWMPTED ADDRESSEE
PAGE 1




De PREFIX

¢ ACCOUNTING INFORMATION, GROUP
COUNT

D. TEXT
. SUBJECT MATTER
F. ENDING
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