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DEPARTMENT OF THE NAVY
OFFICE OF THE CHIEF OF NAVAL OPERATIONS
WASHINGTON 25, D.C.

7 June 1961

LETTER OF PROMULGATION

1. Change No. 2 to DNC 5(B), U.S. NAVAL COMMUNICATION INSTRUCTIONS, is an
unclassified, nonregistered publication issued by the Chief of Naval Operations
for use within the U.S. Navy and U.S. Marine Corps.

2. Change No., 2 to DNC 5(B) is effective upon receipt. Insert new pages in
numerical sequence and check the List of Effective Pages. Destroy all super-
seded pages of DNC 5(B) and the remaining pages of Change No. 2, including the
Letter of Promulgation to Change No. 2, after all corrections and new pages
have been inserted. Appropriate entry shall be made on the Record of Changes
page that Change No. 2 has been entered.

3. Extracts may be made from this publication without the consent of the
Authorizing Agency.

4. This publication may be carried in aircraft for use therein.

n

FRi ANK VIRDEW

Rear Admiral, U.S. Navy
Director, Naval Communications

W L KITCH
By direction
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ROUTING

1. The following summary of Change No. 2 to DNC 5(B), U.S. NAVAL COMMUNICATION
INSTRUCTIONS, is provided for the purpose of acquainting you with significant
features of this changeo,

2., SUMMARY: This change reflects the accumulation to date of numerous correc-
tions, deletions, and insertions throughout the book. The following in particular
should be noted:

a. Chapter 2: Rearranged and updated. Defense Communications System,
Art, 2090,

b. Chapter 3: Communication Files, Art, 3001,

¢c. Chapter 5: Publications, Art, 5110, Control of Obscene and Profane
Language, Art., 5318.

d. Chapter 6: Administrative Communications, Art. 6002, Physical Delivery
Procedures, Art., 6013, Net Transmissions, Art. 6117.
Amateur Radio, Art. 6140,

e. Chapter 7: Red Cross Messages, Art. 7013, Types of General Messages,
Art. 7022, Basegram Handling Instructions, Art., 7043.
Restrictions on Subject Matter in Official Navy Messages,
Art. 7073, Special Message Distribution Instructions,
Art, 7074, Punctuation, Art. 7077,

f, Chapter 8: General, Art, 8000. Employment of Station and Address
Designators, Art. 8020, Plain Language Designators,
Art, 8030.

g. Chapter 9: Service Message, Art., 9014, Accounting Symbols, Art, 9041,
Group Count, Art., 9042. Transmission of Punctuation, Art.
9043. Speed Key Requirements, Art, 9074. Use of Error
Prosign, Art, 9099. Readdressing Messages, Art. 9132.
Methods of Requesting Information, Art. 9156.

h, Chapter 10 and Chapter 11: The material which was in Chapter 10 has
been incorporated into Chapter 9. Chapter 11 has been
deleted and reference should be made to ACP 125 for Radio-
telephone procedures.

i, Chapter 13 Call Tapes, Art. 13022, Called Stations, Art, 13103, Basic
Routing Doctrine, Art. 13121, Reintroducing Messages at a
Relay Station, Art. 13134, Receipt of an Incomplete Message
by 82B1 Stations, Art. 13135. Requests for Re-runs, Art.
13137, Missents, Art, 13143. Number Pickups, Art. 13148.
Open Numbers, Art. 13149.

j. Annex Alfa: Assignment of TWX Indicators, Art. A-2, Alphabetical
Listings of TWX Facilities, Art, A-7.
Note to Publication Control Officer:
This notice has been included to assist you in providing information to
cognizant personnel at your activity. It is not accountable. Do NOT enter

this notice in the publication, Destroy this notice when it is no longer
required,

2 of 6 CHANGE NO. 2



DNC 5(B)

CHANGES AND INSTRUCTIONS

1. This change contains the following pages:

Letter of Promulgation o « o . o &

Summary e o o

Changes and Instructions , . ., . .
New and Reprint Pages:

III(RB)
v, VI

VII(RB)
XI, XII
1-1(RB)

1-3 through 1-5(RB)

2-1(RB)

2-3 through 2-21(RB)
3-3 through 3-6
4-7 through 4-10

4-19, 4-20
5-1, 5-2

5-7 through 5-10

5-15, 5-16

2. Insert new pages and make

instructions:

6-5 through 6-8

Page 1 of 6.
Page 2 of 6,
Pages 3 of 6 through 6 of 6,

9-45, 9-46

6-15 through 6-20a(RB) 9-53 through 9-57 (RB)

6-27 through 6-30

7-1, 7-2

7-5 through 7-14
7-21 through 7-24a(RB) 13-7, 13-8
8-1 through 8-16

9-1 through 9-3(RB)

11-1(RB)
12-5, 12-6
13-1, 13-2

13-23, 13-24
13-31 through 13-34

9-11 through 9-16a(RB) 13-37 through 13-40b

9-17, 9-18
9-25, 9-26
9-29, 9-30

9-35 through 9-38

9-41, 9-42

a. Insert pages:

Page
I1I

vV, VI

VII(RB)

XI, XII

1-1(RB)

1-3 through 1-6
2-1(RB)

Remove and replace
Remove and replace

Remove and replace

13-45 through 13-50
13-57, 13-58

A-3 through A-11(RB)
Index-1 through Index-18

pen and ink corrections in accordance with

with Change No. 2 page.,
with Change No. 2 pages.,
with Change No., 2 page.

Insert new pages immediately following Page X,

Remove and replace
Remove and replace

Remove and replace

2-3 through 2-21(RB)Remove and replace

3-3 through 3-6
4-7 through 4-10
4-19, 4-20

5-1, 5-2

5-7 through 5-14
5-15 through 5-18
5-19, 5-20

5-21, 5-22

5-23, 5-24

6-5 through 6-8
6-15 through 6-20

6-27 through 6-30

Remove and replace

Remove and replace
Remove and replace
Remove and replace

Remove and replace

with Change No. 2 page.
with Change No, 2 pages 1-3 through 1-5(RB).

with Change No, page.

with Change No, pages.

2

2
with Change No, 2 pages.
with Change No, 2 pages.,
with Change No, 2 pages,
with Change No., 2 pages.

with Change No. 2 pages 5-7 through 5-10.

Renumber these pages 5-11 through 5-14,

Remove and replace

with Change No. 2 pages 5-15, 5-16,

Renumber these pages 5~17, 5-18,

Remove without replacement.

Remove and replace

Remove and replace
6-20a(RB).

Remove and replace

with Change No. 2 pages,
with Change No. 2 pages 6-15 through

with Change No, 2 pages.,
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CHANGES AND INSTRUCTIONS (Continued)

Page
7-1, 7-2 Remove and replace with Change No.

W

pages.
7-5 through 7-14 Remove and replace with Change No. 2 pages.

7-21 through 7-24 Remove and replace with Change No, 2 pages 7-21 through
7-24a(RB).,

8-1 through 8-16a Remove and replace with Change No, 2 pages 8-1 through 8-16,
(RB)

9-1 through 9-3(RB) Remove and replace with Change No. 2 pages.

9-11 through 9-16 Remove and replace with Change No. 2 pages 9-11 through
9-16a(RB).,

9-17, 9-18 Remove and replace with Change No. 2 pages.

9-25, 9-26 Remove and replace with Change No. 2 pages.

9-29, 9-30 Remove and replace with Change No. 2 pages.

9-35 through 9-38 Remove and replace with Change No. 2 pages.

9-41, 9-42 Remove and replace with Change No. 2 pages.

9-45, 9-46 Remove and replace with Change No. 2 pages.

9-53(RB) Remove and replace with Change No. 2 pages 9-53 through
9-57(RB) .

10-1(RB) Remove without replacement.

10-3 through

10-7(RB) Remove without replacement.
11-1(RB) Remove and replace with Change No. 2 pages

11-3 through 11-28 Remove without replacement.

12-5, 12-6 Remove and replace with Change No. 2 pages.
13-1, 13-2 Remove and replace with Change No., 2 pages.
13-7, 13-8 Remove and replace with Change No. 2 pages.
13-23, 13-24 Remove and replace with Change No. 2 pages.
13-31 through 13-34 Remove and replace with Change No. 2 pages.
13-37 through 13-40 Remove and replace with Change No, 2 pages 13-37 through

13-40b,

13-45 through 13-50 Remove and replace with Change No. 2 pages.

13-57, 13-58 Remove and replace with Change No. 2 pages.

A-3 through Remove and replace with Change No. 2 pages.
A—ll(RB%

Index-1 through Remove and replace with Change No. 2 pageso,
Index-18
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6-13

6-24

6-26

7-4

9-39

9-50

12-1

12-4

13-6

13-12
13-27

13-51
13-59

14-5

DNC 5(B)

CHANGES AND INSTRUCTIONS (Continued)

Pen and ink changes:

Art, 3001,, heading should read "Message Files",

Art, 3015.2, in example of log:
Opposite 1315, add "1322" under TOX.
Opposite 1510, delete "for breakdown",

Art, 6102,2, Delete,

Art. 6162.1(e)., After Aeronautical Service, change "(CAA)" to read
"(FAA)"o

Art, 6205.2. End of 1st sentence should read "normally is employed,"

Art, 7011.1(a), end of para, Class A: Delete "Annex Bravo" and insert
"Chapter 18, NWIP 16-1",

Art, 7064,1(d), 1st paragraph, last sentence should read "This is the
highest precedence which normally may be assigned to administrative
messages,"

Art., 7064,1(f). 1st paragraph, delete last sentence.

Art, 7101,3(a)(5), last line of Example, change "19/1921Z" to read
"19/1905z",

Art, 7101,4, last line of Example, change "19/21202" to read "19/21072".
Art. 7101.6, last line of Example, change "19/2232Z" to read v19/2208z",

Art, 9014, Delete entire article and insert the following: "Procedures
for the use of service messages are contained in ACP 124 and ACP 127,

Art, 9096.1(b), 1st line of Example, delete separative sign following
NTSY,

Art, 9144.2(a), 2nd line, delete parens enclosing A6,

Art. 9175.2(a), 1st Example, change date-~time group "102625Z" to read
"101625Z2", TUnder 2nd NOTE, change "102725Z" to read "1017252Z",

Art, 12004,, change title to read "Calling, Answering and Receipting
Allied Naval Vessels",

Art, 12002,6, Overscore second "PT" in sentence.
Art, 12002,7(d). Delete.

Art, 13012,1(¢)., 1In the Example, 1st line should read "PAGE TWO NFGJ
NR6"; 5th line should read "PAGE THREE NFGJ NR6",

Art, 13035.1(a), item 14, Change "GRNC" to read "GR9",

Art, 13113.1(a)., Delete last sentence,
Art, 13113,1(e¢). Add sentence at end of paragraph: "Routing line
segregation is prescribed for intra-Navy use,"

Art. 13153.2, (Line 15), change "09/1800Z" to read "09/17152".

Art, 13168.1(b), 2nd NOTE. Change sentence to read: "The Operating
Signal ZFU means CHANNEL NUMBER.........preceded MeSSageaessscs d ADVISE",

Art, 14008.3, under Element column, 1st line, change precedence "NM" to
read "M",
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CHANGES AND INSTRUCTIONS (Continued)

CHECK THE LIST OF EFFECTIVE PAGES

Change No. 2 pages 1 of 6 through 6 of 6
been removed incident to the entry of
No report of destruction is required.

III(RB) (Original)

v, VI (Change No. 1)

VII(RB) (Change No. 1)

1-1(RB) (Original)

1-3 through 1-6 (Original)
2-1(RB) (Original)

2-3 through 2_21(RB) (Original)
3-3 through 3-6 (Original)

4-7, 4-8 (Original)

4-9, 4-10 (Change No, 1)

4-15, 4-20 (Original)

5-1, 5-2 (Original)

5-7" through 5-14 (Original)
5-19, 5-20 (Original)

5-23, 5-24 (Original)

6-5 through 6-8 (Original)
6-15 through 6-20 (Original)
6-27, 6-28 (Change No. 1)
6-29, 6-30 (Original)

7-1, 7-2 (Change No, 1)

7-5 through 7-8 (Change No, 1)
7-9 through 7-14 (Original)
7-21, 7-22 (Original)

7-23, 7-24 (Change No. 1)

8-1 through 8-6 (Original)
8-7, 8-8 (Change No. 1)

8-9 through 8-12 (Original)
8-13 through 8-16a(RB) (Change No. 1)
9-1 through 9-3(RB) (Original)

6 of 6

and the following pages which have

this cﬁange, shall be destroyed by burning.

9-11 through 9-16 (Original)
9-17, 9-18 (Original)

9-25, 9-26 (Original)

9-29, 9-30 (Original)

9-35, 9-36 (Change No, 1)
9-37, 9-38 (Original)

9-41, 9-42 (Original)

9-45, 9-46 (Original)
9-53(RB) (Original)

10-1(RB) (Change No. 1)
10-3, 10-4 (Original)

10-5 through 10-7(RB) (Change No. 1)
11-1(RB) (Original)

11-3 through 11-28 (Original)

12-5, 12-6 (Original)
13-1, 13-2 (Change No. 1)
13-7, 13-8 (Change No, 1)
13-23, 13-24 (Change No. 1)
13-31 through 13-34 (Change No, 1)
13-37 through 13-40 (Change No. 1)
13-45 through 13-50 (Change No. 1)
13-57, 13-58 (Change No. 1)
A-3 through A-11(RB) (Change No. 1)
Index-1 through Index-18

(Change No, 1)
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DEPARTMENT OF THE NAVY
OFFICE OF THE CHIEF OF NAVAL OPERATIONS
WASHINGTON 25, D.C.

21 October 1958

LETTER OF PROMULGATION

1. DNC 5(B), U.S. NAVAL COMMUNICATION INSTRUCTIONS, is an unclassified
nonregistered publication issued by the Chief of Naval Operations for use
within the U.S. Navy and U.S. Marine Corps,

2. DNC 5(B) is effective upon receipt, and supersedes DNC 5(A) and OPNAV 20-27
which may be destroyed.

3. This publication supports and amplifies NWP 16 and NWIP 16-1. It contains
substantially those procedures and instructions promulgated in the JANAP and
ACP series of publications, together with an expansion of that material and
modification where appropriate., In cases of conflict it is intended that for
U.S. Naval use DNC 5(B) shall apply. These instructions are designed to permit
flexibility with due regard for the requirements of reliability, security, and
speed. Initiative and common sense should be used in cases where no provision
has been made to cover a particular communication situation.

4. Extracts may be made from this publication without the consent of the
authorizing agency.

5. This publication may be carried in aircraft for use therein.

6. The following symbols have been used in this publication to denote textual
information which has been added, deleted or changed:

. means that the material is new.
* means that the material has been changed.

* means that material has been deleted and subsequent paragraphs
or sub-paragraphs renumbered.

%‘wfc%

FRANK VIRDEN
. Rear Admiral, U.S. Navy
Director, Naval Communications

III Revised by
CHANGE NO. 2
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DNC 5(B)

FOREWORD

The U.S. Navy has long recognized that communications is the vital element
of command and control. In support of this concept, the Navy has developed a
Mobile Command and Control Posts afloat capability, which can function on a
National, Joint or Service level and can be linked to the Operational Control

Centers.

Relative to these requirements, plus a need for rapid world-wide communica-~
tions, a forward looking plan has been formulated to direct the Navy's Research

and Development Program for future Naval Advanced Communicationse.

Implementation of this plan is strongly oriented toward development of the
facilities and capabilities that will permit the exercise of command, control,
coordination and administration of Naval Operations, including fleet broadcast,
from mobile fleet units. Increased capacity, range, and reliability, of ship

communications are essential elements of this plane

New concepts of telecommunications currently programmed under the Naval

Advanced Communication Plan include the following:

Satellite relay by both natural and man-made objects in orbit.

Rocket relay for emergency communications,

Relay by ionospheric, tropospheric, meteor, and chaff scattering.
New and improved techniques for increasing speed and reliability of telecommuni-
cations include the following:

Automatic Frequency Prediction.

Automatic Message Handling, Processing and Circuit Switching.

Precise time and frequency control of equipment and circuits,

Automatic monitoring and fault prediction-location,

Correlation and error correction techniques.

On-line encryption,

It is inevitable that these new requirements and concepts will require
deviation from some of the instructions set forther herein. Therefore, nothing

contained in these instructions should be construed as inhibiting the development
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of new and advanced techniques, within the framework of International Telecommuni-
cations Rules and Regulations, to more effectively utilize any mode of communica-
tion that may be available for ship-to-ship and ship-shore communications,
Commands developing new techniques and procedures should promptly submit them,

via the appropriate chain of command, for evaluation and approval,
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MISSION, POLICY AND DOCTRINE
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DNC 5(B)

CHAPTER ONE
MISSION, POLICY AND DOCTRINE
1000. NAVAL COMMUNICATIONS

DEFINITION

"Naval Communications™" is a comprehensive term which connotes the
aggregate rapid communication effort of the Naval Establishment both
afloat and ashore. Although it embraces all the facilities, personnel
and techniques employed for the purpose of rapid communications by the
Naval Establishment, it does not connote a formally constituted organiza-
tion.

1010. RELATIONSHIP TO COMMAND

VOICE OF COMMAND

Naval communications is the instrument by which a commander makes his
will known, and as such is the "voice of command." Any transmission
accomplished by naval communications, afloat or ashore, speaks only for
and with the authority of the commander who originates the transmission.

With this authority over naval communications, commanders have the
responsibility of maintaining adequate communications.

Command organizations are subject to unexpected changes, and communica-
tions must have the inherent flexibility to meet these changes.

CONTROL OF NAVAL COMMUNICATIONS

Responsibility for the control of naval communications follows the
organizational chain of command.

SENIOR OFFICER PRESENT

The authority of the senior officer present afloat (SOPA) prevails over
communications afloat, including those shore stations assigned to the
operating forces. The authority of the senior officer present ashore
prevails over communications ashore. Necessary communication coordina-
tion between the two shall be effected by the senior officer present,
whether afloat or ashore.

FLAG AND SENIOR OFFICERS AFLOAT

In flagships, .the flag officer normally shall assume jurisdiction over
communications therein. However, the commanding officer of the flagship
is not relieved of his responsibility for the proper internal handling
of messages to and from his own command as distinguished from the flag.

COMMANDS ASHORE

District Commandants are responsible for the coordinated operation of
naval communication facilities within their respective districts. The
details of communications between districts shall be handled, as far as
possible, directly between District Commandants.
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1031.
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1041.

1042.
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1020. MISSION
SERVICE OF COMMAND

The mission of naval communications is to provide and maintain reliable,
secure, and rapid communications, based on war requirements adequate to
meet the needs of naval command, to facilitate administration, and to
satisfy as directed, JCS approved Joint requirements.

1030. POLICY
NAVAL COMMUNICATION POLICY

The policy of naval communications is:

(a) To cooperate with the military services and other departments and
agencies of the U,S. Government and Allied nations.

(b) To encourage development of the amateur and commercial communication
activities of the U.S. for the enhancement of their military value
and for safeguarding the interests of the nation.

(¢) To promote the safety of life at sea and in the air, maintain
facilities for adequate communication with the U.S. merchant marine,

aircraft over the sea, and appropriate U.S. and foreign communication
stations.

1040. DOCTRINE

CONCEPT

The primary concept of naval communications is to meet the requirements
of war. To this end organization, methods, procedures, facilities,

and training must be adequate to meet war or emergency requirements and
must be flexible in order to provide for rapid expansion.

Peacetime methods must be such that only a few minor changes will be
required when shifting to an emergency or war status.

PRINCIPLES

Based upon the above concept, the following principles have been proved
under war conditions:

(a) 'Reliability, security and speed are the three fundamental
requirements of naval .communications. Reliability is always
paramount. It must never be lessened or sacrificed to achieve
security or speed. Whenever there is a conflict between the demands
of security and speed, the one or the other must be sacrificed in
the light of the demands of the situation.

(b) Success of operations in a large measure depends upon effective

communications which require a basic knowledge and appreciation of
how, when and where to send messages.
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(e)

(d)

(e)

(f)

(g)

(h)

The most detailed instructional publications and the most up-to-date
equipment in no way lessen the need for initiative, common sense

and good judgment in the planning and conduct of naval communica-
tions .

Correct methods of operation and precise use of established proce-
dures are essential to effective communications.

Rapid communications must be limited to the minimum required for
the successful accomplishment of the operational task assigned.
Proper administrative planning and foresight are required to ensure
that rapid communications are employed only when other means of
communication will not suffice,

Proper choice of frequency is of the greatest importance in estab-
lishing and maintaining reliable radio communications.

Communications media which are susceptible to interception should
not be used in wartime when a more secure means will serve,

Additional fleet operational communication doctrine is contained in
NWP 16 and NWIP 16-1.

1-5 CHANGE NO. 2
(Reverse Blank)






CHAPTER TWO

ORGANIZATION OF COMMUNICATIONS

TABLE OF ARTICLES

DNC 5(B)

Section Article Sub ject Page
2000. BASIC ORGANIZATION 2-3
2001, Elements 2-3
2002, Inter-relationship of Elements 2-3
2010. OFFICE OF NAVAL COMMUNICATIONS 2-4
2011, Status 2-4
2012, Functional Organization 2-4
2013, Mission of ACNO(COMM)/DNC 2-5
2014, Functions of ACNO(COMM)/DNC 2-5
2020, THE NAVAL SECURITY GROUP 2-7
2030, THE NAVAL COMMUNICATION SYSTEM 2-8
2031, Definition 2-8
2032, Mission 2-8
2033. Tasks 2-8
2034, Organizational Components 2-8
2035, Operational Components 2-9
2036, Functions of the Components of a
Communication Center 2-12
2040, U.S. NAVAL COMMUNICATION SYSTEM
HEADQUARTERS ACTIVITY 2-15
2041, Mission 2-15
2042, Relationship with Defense
Communications Agency 2-15
2050, BUDGETING AND ADMINISTRATION 2-15
2051, Management 2-15
2060, COMMUNICATIONS ASHORE 2-17
2061, Communication Departments of Activities
of the Shore Establishment 2-17
2070, COMMUNICATIONS AFLOAT 2-17
2071. Communicatjon Organizations of the
Operating Forces 2-17
2072, The Operations Department of a Ship 2-17
2073, The Communications Department of
a Staff 2-18
2074, Flagship 2-18
2075, Communication Spaces 2-18
2080, DEFENSE COMMUNICATIONS AGENCY 2-19
2081, Authority 2-19
2082, Mission 2-19
2083. Organization and Command 2-19
2084, Functions 2-19
2090, THE DEFENSE COMMUNICATIONS SYSTEM 2-20
20901. Authority 2-20
2092, Inclusions 2-20
2093, Exclusions 2-21
2094, Assumption of Operational Control 2-21

CHANGE NO. 2
(Reverse Blank)






2001

©

.1

2002,

o1

DNC 5(B)

CHAPTER TWO
ORGANIZATION OF NAVAL COMMUNICATIONS
2000, BASIC ORGANIZATION

ELEMENTS

The major elements of naval communications are:

(a)
(b)
(c)
(a)
(e)
(f)

The Office of Naval Communications

The Naval Security Group

The Naval Communication System

U.S. Naval Communication System Headquarters Activity
Communication Departments of Activities of the Shore Establishment

Communication Organizations of the Operating Forces

INTER-RELATIONSHIP OF ELEMENTS

The elements of naval communications bear the following relationship
to each other:

(a)

(b)

(¢)

The O0ffice of Naval Communications provides the necessary
department-level coordination and planning for those activities
and functions under the cognizance of the Assistant Chief of Naval
Operations (Communications)/Director, Naval Communications (ACNO
(COMM)/DNC) with the objective of providing at all times, to the
maximum practicable extent, efficient communications for the Naval
Establishment based upon present and contemplated requirements,
With this objective in mind, the Office of Naval Communications
translates both tactical concepts and strategic plans into communi-
cation requirements and studies communications-electronics trends
and development in order to direct the effective use of modern
equipment within the Naval Communication System and the Naval
Security Group.

The Naval Security Group performs special operations as directed
by the Chief of Naval Operations, including the operation of the
Navy High Frequency Direction Finding (HFDF) nets; provides for

the protection of Naval Communications by directing the communi-
cations security effort, including the provisions of cryptographic
equipment for the Navy, Marine Corps and the Coast Guard; admin-
isters the Registered Publications System and its Registered Publi-
cations Issuing Offices; supervises the Naval portion of the Armed
Forces Courier Service (ARFCOS) including the manning and operation
of specified ARFCOS Courier Transfer Stations; and administers the
Naval Reserve Naval Security Group Program.

The Naval Communication System provides fixed communications,
ship-to-shore and fleet broadcast, and is the means by which all
other elements of naval communications are linked. It is the
integrated network required to provide rapid communications for

the transmission of CNO directives and instructions to the prin-
cipal fleet, area and force commanders. It provides for the broad-
cast of weather and meteorological data, general messages, orders,
instructions and similar message traffic to the forces afloat., It
also engages in special communication projects as directed.
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(d) Shore Station Communication Departments furnish primarily local
communications essential to accomplishment of the shore station
mission in regard to the Operating Forces. They provide the means
for disseminating information and for conveying reports, progress
data, current status information, and similar intelligence to the
command or supervisory level within the activity, These Communica-
tion Department facilities connect with the world-wide arterial
network of the Naval Communication System.

(e) Within the Operating Forces the communication organizations (depart-
ments, sections, signal battalions and companjes, ete,) operate and
maintain the authorized equipment to provide communications essen-
tial to the coordinated control of ships, aircraft and Marine Corps
troops in the accomplishment of the assigned missions and tasks.

At the level of the Operating Forces, communications is the voice
of command in a visible and tangible way and the communications
provided often influence directly and materially the degree of
success achieved by the force, squadron, division, or other combat
unit,

2010. OFFICE OF NAVAL COMMUNICATIONS

STATUS

The Office of Naval Communications is that office of the staff of the
Assistant Chief of Naval O erations(Communications)/Director, Naval
Communications(ACNO(COMM)/DNC) which plans and coordinates the provision
of communications to meet naval requirements,

FUNCTIONAL ORGANIZATION

The Office of Naval Communications is an organization within the Office
of the Chief of Naval Operations, assigned to the Assistant Chief of
Naval ()per'ations(Cc»mmunications)/])irector"9 Naval Communications to
support him in the execution of his duties, .The Naval Communications
organization presently provides two Deputy Directors (one for Communi-
cations and the other for Naval Security Group matters), one Staff
office (Assistant for Naval Command Systems), and six Special Assistants
which are:

(a) Controller for Naval Communications

(b) Assistant for Marine Corps matters

(¢) Technical Advisor

(d) Chief Communications Advisor

(e) Naval Communication System

(f) Assistant for Administration

The Office of Naval Communications is further broken down into four
Divisions, which include the following Sections:

(a) Plans and Policy Division
(1) Coordinator for JCS/MCEB and AFPC matters

(2) Future Plans Section
(3) Aeronautical Communications Section
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(b) Shore System Division

(1) Military Construction Section

(2) Naval Reserve Communication Section
(3) Programs and Readiness Section

(4) OPNAV Communication Office

(c) Fleet Communications Division

(1) Radio Section

(2) Procedures and Doctrine Section
(3) Visual Section

(4) Fleet Plans and Readiness Section

(d) Radio Frequency Spectrum Division

(1) Frequency Assignment (Elec) Section

(2) Frequency Assignment (Comm) Section

(3) Radio Frequency Capability Section

(4) Wave Propagation and Frequency Management Section
(5) Marine Corps Frequency Liaison Section

MISSION OF ACNO(COMM)/DNC

To advise the Chief of Naval Operations concerning, and to coordinate
within the Department of the Navy, naval communications, Naval Security
Group, and frequency spectrum matters; to provide communication means
for directing operations of the fleets and for administering the Depart-
ment of the Navy; and to implement other assigned functions concerning
these matters, including the maintenance and operation of the Naval
Communication System and the Naval Security Group.

FUNCTIONS OF ACNO(COMM)/DNC

Advises the Chief of Naval Operations on naval communications, Naval
Security Group, and frequency spectrum matters; conducts continuing
studies to improve-.naval communications and develops procedures; plans
and programs to meet the needs of naval communications and the Naval
Security Group.

Provides the communications required by agencies of the Department of
the Navy and for communications matters has access to other military
and civilian agencies through direct channels.

Provides communications to meet the needs of the Deputy Chief of Naval
Operations (Fleet Operations and Readiness) and is responsive to his
requirements for the operational capability and readiness of naval
communications,

Coordinates, within the Department of the Navy, matters pertaining to
naval communications, the Naval Security Group, and the frequency
spectrum,

Coordinates and directs, for the Chief of Naval Operations, the efforts
of the bureaus and offices in matters affecting or relating to assigned
communication responsibilities,

Formulates plans, policies and procedures to implement assigned respon-

sibilities with regard to naval communications, Naval Security Group,
and frequency spectrum matters,
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Administers;, maintains and operates the Naval Communication System and,
in connection therewith, utilizes other governmental and commercial
communications facilities as necessary to maintain effective service,

Administers and provides for the maintenance and operations of the
Naval Security Group,

Procures, assigns and protects radio frequencies for all electronic
requirements of the Naval Establishment; effecting coordination with
civil and military agencies of the United States, and with other nations
as necessary, and ensures that maximum feasible operational compatibility
within the Department of the Navy and with other users of the frequency
spectrum is achieved in the coordination and assignment of frequencies
for electronic devices employed by the Navy,.

Initiates development of operational requirements and assists in the
preparation of military and/or development characteristics for communi-
cations equipment and systems, including cryptographic, for naval commu-
nications and the Naval Security Group.

Maintains liaison with the Deputy Chief of Naval Operations(Development)
concerning the development, test and evaluation of communications equip-
ment (less cryptographic) for naval communications and the Naval Security
Group; supervises and follows up the development, test and evaluation of
cryptographic communications equipment, and supervises the service accept-
ance and procurement of communications equipment for naval communications
and the Naval Security Group.

Develops and administers programs for the maintenance, operation and
improvement of the Naval Communication System and the Naval Security
Group, including the procurement of communications equipment, commercial
facilities and services, and support of joint agencies, and prepares and
justifies such Military Construction Programs as are necessary to meet
the requirements of the Naval Communication System and the Naval Security
Group.

Acts as budget activity manager for appropriations financing the programs
for the Naval Communication System and the Naval Security Group, and as
such prepares budget estimates and justifications, and supervises the
administration of funds appropriated therefor,

Exercises management control for the Chief of Naval Operations over
activities of the Naval Communication System, and over assigned activi-
ties of the Naval Security Group, including the Naval Security Station,
Washington, D.C,

Provides for the handling of such commercial communications as are
authorized by law, under such rules and regulations as may be prescribed
by the Secretary of the Navy,

Collaborates in furnishing aids to mariners by transmission of time
signals, weather reports and hydrographic information; provides communi-
cation procedures to support the peacetime requirements of merchant ship
reports of vital sightings; arranges for adequate and secure wartime
communications for merchant ships,

Is a member of the Ship Characteristics Board, the Military Construction
Review Board, the Standing Committee for Shore Facilities and the Navy
Research and Development Review Board.,

Acts as the Navy Service Representative of, and the adviser to, the

Chief of Naval Operations and the Secretary of the Navy for commications-
electronics matters which are considered by the Joint Chiefs of Staff;
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such communications-electronics matters are those within the purview
of the Director, Communications-Electronics, Joint Staff, and the
Military Communications-Electronics Board; acts as the Navy Service
Representative of, and the adviser to, the Chief of Naval Operations
for communications and all frequency spectrum matters which arise in
the Department of Defense or are incident to other inter-serviece or
Navy/federal agency needs or plans,

Represents the Chief of Naval Operations and the Secretary of the Navy
on the U,S, Military Communications-Electronics Board in joint session
with the CAN-UK Joint Communications-Electronics Committees in the con-
sideration of combined communications-electronics matters; provides
similar representation on other joint, combined, national, and inter-
national boards and groups which consider communications matters inclu-
ding the U.S. Communications Security Board, the Telecommunications
Planning Committee, Telecommunications Coordinating Committee, the
Interdepartment Radio Advisory Committee, the Defense Communications
Policy Advisory Committee and, as required, on other boards, panels and
committees concerned with naval communications, Naval Security Group
and frequency spectrum matters,

Provides cryptographic publications and equipment to the Naval Establish-
ment, and promulgates cryptographic allowances and related instruections,

Coordinates and prepares naval publications pertaining to naval communi-
cations, the Naval Security Group, and frequency spectrum matters,

Administers, within the Office of the Assistant Chief of Naval Operations
(Communications)/birector, Naval Communications, military (including
Naval Reserve) and civilian personnel matters affecting naval communica-
tions, and the Naval Security Group; maintains liaison with other
personnel agencies; and makes recommendations to cognizant bureaus and
offices relative to the detail of military personnel to naval communi-
cations and Naval Security Group duties,

Provides technical guidance to and administers the operations of the
Naval Reserve Communication Networks; maintains and operates the National
Naval Reserve Master Control Station; sponsors the Naval Reserve Naval
Security Group and the Naval Reserve Communication Programs for the

Chief of Naval Operations,

Maintains liaison with amateur radio organizations and activities and
coordinates matters relating to amateur radio operations,

Provides informational services for naval communications and Naval
Security Group personnel,

Provides for the security of naval communications,

2020, THE NAVAL SECURITY GROUP

The Naval Security Group is a world-wide organization which performs
cryptologic and related functions based upon requirements originated by
or placed upon the Chief of Naval Operations,

The Naval Security Group is the Service Cryptologic Agency for the
Department of the Navy, It consists of those facilities and personnel
who, under ACNO(COMM)/DNC, engage in Special Operations, Communications
Security, administration of the Registered Publications System, operation
of the Naval portion of the Armed Forces Courier Service, and administra-
tion of the Naval Reserve Security Group Program,
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«3 The U,S. Naval Security Group Headquarters administers and directs the
operations of the Naval Security Groups as directed by the Chief of
Naval Operations, exercising for the Chief of Naval Operations manage-
ment control of the component activities and detachments of the Naval
Security Group.

.4 Additional information is contained in NWIP 16-1.

2030, THE NAVAL COMMUNICATION SYSTEM

2031. DEFINITION

o1 The Naval Communication System is a fixed, integrated communication
network which forms the world-wide framework of naval communications,

2032, MISSION

.1 The mission assigned to all activities of the Naval Communication System
is: "As an activity of the Naval Communication System, to manage,
operate and maintain those facilities, equipments, devices and systems
necessary to provide requisite communications for the command, operational
control and administration of the Naval Establishment afloat and ashore,
and to perform such other functions as may be directed by the Chief of
Naval Operations.”

2033, TASKS

.1 The tasks of naval communications, and the Naval Communication System
in particular, in accomplishment of the assigned mission are the estab-
lishment, management, operation, maintenance and improvement of an
adequate global communication system for command and administration:

(a) Between the Navy Department and the Operating Forces afloat and
ashore,

(b) Between the Navy Department and activities of the Shore Establish~
ment wherever located.

(¢) Between the Operating Forces (surface, sub-surface, air and ashore)
and activities of the Shore Establishment wherever located.

(d) Between activities of the Department of the Navy and activities of
the Departments of the Army and Air Force, U.S. Coast Guard and
allied military services as required.

(e) Between commands in the Operating Forces in any ocean or area and
those in any other location throughout the world.

(f) Provision of such other communication facilities and services as
the Chief of Naval Operations may prescribe,

2034, ORGANIZATIONAL COMPONENTS

.1 The Head, Naval Communication System, assigned to the Office of Naval
Communications, acts as principal advisor to and executive for the
ACNO(COMM)/DNC on matters pertaining to the Naval Communication System
and such other aspects of naval communications as are directly involved
in the management and operation of the Naval Communication System.

«2 The Naval Communication System comprises the following types of
activities:
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(a) U.S. Naval Communication Station (NAVCOMMSTA) - which includes all
communication facilities and ancillary equipment required to provide
the essential fleet support and fixed communication services for a
specifiic areas

(b) U.S. Naval Radio Station (NAVRADSTA) - generally a remote component
of a NAVCOMMSTA which performs radio transmitting or radio receiving
functions. To indicate the transmitting or receiving function per-
formed, a type designation letter T or R is added in parenthesis,

(¢) U.S. Naval Communication Unit (NAVCOMMU) - generally smaller in
personnel and facilities than a NAVCOMMSTA, which is assigned a
limited or specialized functional mission.

.3 From the management standpoint, the Naval Communication System consists
of all NAVCOMMSTAs, NAVRADSTAs and NAVCOMMUs, including the buildings,
grounds, antenna systems, electronic and cryptographic equipment and
systems, utilities and facilities and equipment,

2035, OPERATIONAL COMPONENTS

.1 In accomplishment of the assigned mission and in accordance with appli-
cable naval communications policy and doctrine, the Naval Communication
System is planned, engineered and developed so that activities of the
System are organized into one or more of the following operationally
integrated components:

(a) Message Center

(b) Cryptocenter

(¢) Relay Station

(d) Wire Room

(e) Radio Transmitter and Radio Receiver Stations

(f) Control Center

(g) Visual Signal Station as required

(h) Classified Relay

(i) TFacsimile and Radio Photo Center

These components are operationally integrated and controlled at any
geographical location by the Communication Center, the organization of

which is shown on page 2-10.

«2 Communication Centers are categorized as primary, major, minor, and
tributary or user message centers,

.3 There are six primary communication centers strategically located
throughout the world to furnish complete radio coverage of the major
portions of the world's ocean areas. These six, indicated in chart
below, form the nucleus of the Naval Communication System,

Location Call Sign Routing Indicator
Washington NSS RBEPC
San Francisco NPG RBWPC
Honolulu NPM RBHPC
Guam NPN RBMPC
Balboa NBA RBLPC
Port Lyautey NHY RBTPC
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These centers are linked together by multi-channel radio teletypewriter,
voice and facsimile trunk circuits. In addition, each maintains and
operates:

(a) A Fleet Broadcast for the delivery of traffic by the broadcast
method to all U,S. Naval ships in the ocean area which that center
serves., These broadcasts consist of a high power VLF or LF trans-
mitter keyed simultaneously with high power HF transmitters,

(b) A fleet Radioteletypewriter Broadcast, similar to the Fleet Broad-
cast except that a VLF transmitter is not employed.

(¢) A General Broadcast, also similar to the Fleet Broadcast except
that a VLF transmitter is not employed. These broadcasts provide
time signals, weather (RATT and CW), hydrographic warnings and
notices, press (RATT and CW), and merchant ship broadcast schedules.

(d) A Fleet Facsimile Broadcast, similar to the Fleet Broadcast, but
with no VLF transmitter.

(e) A high power, high frequency ship-to-shore circuit, manually keyed.

(f) A high power, high frequency duplex or multiplex radioteletypewriter
ship-to-shore circuit available for use with fleet commanders,

(g) Local MF, UHF manual, radioteletypewriter and voice ship-to-shore
circuits as required.

(h) Multi-channel radio and/or landwire teletypewriter, voice and
facsimile trunk circuits to major or minor communication centers
throughout the world.

(i) Radio or landwire teletypewriter circuits to tributary or user
activities,

(j) Other radio or landwire circuits as may be required to meet specific
requirements,

(k) Radio and landwire link control circuits and facilities of the
communication center at any one geographical location, (See page
2-10).

(1) Vvisual signaling facilities as required.

Major communication centers maintain facilities and perform functions,

to a limited extent and within their geographical spheres of influence,

similar to the primary centers., They perform a limited fleet support
function, Radio or landwire circuits, emanating from the primary
communication centers, 1link the several major centers to the Naval

Communication System, They maintain and operate:

(a) Fleet broadcast of limited area coverage,

(b) General broadcasts of limited area coverage.

(¢). High power HF ship-to-shore circuits as required,

(d) High power HF duplex or multiplex radioteletypewriter circuits for
use with fleet or force commanders as required,

(e) Local harbor circuits,
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(f) Multi-channel radio and/or landwire teletypewriter, voice, or
facsimile trunk circuits to primary or minor communication centers
throughout the world,

(g) Radio or landwire teletypewriter circuits to tributary or user
activities,

(h) Radio and landwire 1link control circuits and facilities of the
communication center at any one geographical location, (See page
2-10).

(i) Visual signaling facilities as required.

Radio or landwire circuits emanating from the primary and major communi-
cation centers link the several minor centers to the Naval Communication
System, Very limited fleet communication support is rendered from a few
designated minor centers, as may be required. These centers maintain
radio or landwire circuits to tributary or user activities,

The Naval Communication System employs the tape relay method of traffic
relay whereby messages are received and routed to their destination in
teletypewriter tape form by means of automatic or semi-automatic relay
equipment, Tapes are routed by means of routing indicators which are
directional in character. These indicators are constructed and assigned
in accordance with a definite plan. Tapes are routed in accordance with
a routing doctrine, whereby the traffic flow over various circuits or
channels and the responsibilities of the relay stations concerned are

in accord with a specific prearranged plan. The various circuits or
channels, equipment, procedures and routing indicators are engineered
and coordinated within the System in such a manner that full benefits
may be realized from the advantages, flexibilities, and speed of service
of automatic or semi-automatic relay equipment, This method of traffic
handling is designed to reduce in-station processing to a minimum,

The ACNO(COMM)/DNC maintains a current list, in the JANAP 195 series,

of all Navy radio circuits with the frequencies assigned to each circuit,
In addition, the channel allocations, schedules, services rendered and
other details are set forth for those circuits of the Naval Communication
System, Charts are promulgated periodically showing the current arrange-
ment of radio circuits and the area boundaries of the broadcasts of the
Naval Communication System,

FUNCTIONS OF THE COMPONENTS OF A COMMUNICATION CENTER
The Control Center:

(a) Operates the radio and landwire link facilities for remote control
of the facilities at the naval radio stations (T) and (R) by other
components of the communication center,

(b) Operates the facilities for testing all circuits or channels when
required and analyzes any malfunctions, taking remedial action if
necessary and returning the circuit or channel to its appropriate
terminal or user as soon as practicable,

(e) Operates the facilities for patching circuits or channels to
alternate terminals or users as required,

(d) Operates the telephone switchboard and the associated facilities
of the point-to-~point radio telephone channels,

(e) Operates the intercommunication system between the control center

and the naval radio stations (T) and (R) and other components of
the communication center and terminal users,
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(f) Maintains close surveillance over conditions existing on all
circuits and channels,

(g) Directs emergency changes or ad justments to all circuits, main-
taining close coordination with distant stations and termlnal users,

(h) Operates and maintains the terminal equipment of all multi-channel
radio circuits,

(i) Operates all frequency measuring equipment in coordination with
distant stations, Directs all frequency shifts.

(j) Operates and maintains the facilities required for on-line
operation,

«2 The Message Center:

(a) Accepts messages via messenger, mail, pneumatic tube, etc., for
rapid transmission, and time stamps copies.,

(b) Prepares messages for transmission.
(1) Authenticates releasing signature.
(2) Checks messages for security features.
(3) Prepares check copy for checking and retention in files,
(4) Affixes routing indicators, call signs and address groups as
necessary; prepares headlng and routes to the appropriate
circuit terminal for transmission.

(5) Checks and files check copy.

(¢) Receives messages via electrical means for local delivery or
further relay,

(1) operates room or tributary circuits to and from the relay
station,

(2) Scans messages received for garbles and time stamps messages.
(3) Prepares incoming messages for further relay when required,
(4) Prepares check copy.

(5) Decodes call signs and address groups.

(6) Makes duplicate copies as necessary for internal distribution.

(7) Routes messages to delivery desk where they are logged for
delivery by messenger pick-up, pneumatic tube, telephone, etc.

(8) Checks and files check copy.
(d) Maintains message files,
«3 The Cryptocenter:

(a) Receives and encrypts messages and routes to message center for
rapid transmission or transmits to relay station directly.

(b) Receives and decrypts messages and makes delivery to addressees
and others in accord with the internal distribution,
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The Relay Station:

(a) Receives messages in tape form for further relay. Single address
message tapes are distributed to the appropriate outgoing circuits
in accordance with the routing indicators and the routing doctrine;
multiple address tapes are distributed to the tape factory,

(b) Operates tape factory. The necessary number of tapes for the number
of transmissions required is reproduced without alteration to the
original incoming tape, The tapes thus reproduced are routed and
distributed to the appropriate outgoing circuits in accordance with
the routing indicators and routing doctrine,

(c) Relays messages in tape form in accordance with routing doctrine.

(d) Operates monitor section for purposes of monitoring and recording
all outgoing circuit transmissions,

(e) Maintains service section for the purpose of obtaining and making
returns, tape corrections, handling misroutes, etc,

(f) Maintains a file of monitor tapes for an appropriate period of time.

(g) Many of the aforementioned functions will be performed automatically
in the near future as a result of the application of newly-developed
automatic traffic switching equipment.

The Wire Room operates those radio or landwire circuits which are off-net
or not a part of the integrated tape relay network, such as:

(a) Circuits to commercial companies,

(b) Circuits to other government agencies.
(¢) Fleet and General Broadcast,

(d) certain ship-to-shore circuits.

(e) Cables, etc,

The Facsimile and Radio Photo Center operates the facsimile facilities
as required for the transmission of pictures, photographs, weather maps,
charts and material where the information to be conveyed is in graphic
form,

The Visual Signal Station transmits and receives messages by means of
flashing light, semaphore, flaghoist, etc.

The Classified Relay:

(a) Operates a high command (on-line cerypto) teletypewriter tape relay
network consisting of classified relay stations linked by
channels and circuits of the Naval Communication System, utilizing
on-line crypto-equipment for the handling of high precedence
classified and unclassified messages pertaining to those commands
served by this network.

(b) Operates the Naval Operations Net (NAVOPNET) which provides naval
communications with an interim on-line cryptographic capability to
expedite delivery of classified messages,

(c) The methods, procedures, practices, techniques and functions of the
classified relay are similar to those of the relay station,
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The Transmitter Station:

(a) Provides the capabilities, through efficient operation and main-
tenance of all transmitting equipment and associated facilities, to
meet the current and foreseeable operating requirements of the
Naval Communication Station or Unit of which the transmitter station
is a part.

(b) Provides transmitting facilities to be remotely controlled by other
naval activities as authorized by the ACNO(COMM)/DNC.,

The Receiver Station:

(a) Provides the capabilities, through efficient operation and main-
tenance of all receiving equipment and associated facilities, to
meet the current and foreseeable operating requirements of the
Naval Communication Station or Unit of which the receiver station
is a part, ’

(b) Provides receiving facilities to be remotely controlled by other
naval activities as authorized by the ACNO(COMM)/DNC.

2040, U.S. NAVAL COMMUNICATION SYSTEM HEADQUARTERS ACTIVITY

MISSION

The U.S. Naval Communication System Headquarters is an activity estab-
lished to supervise, administer and coordinate the activities of the
Naval Communication System and to operate the Naval Communication System
as directed by the ACNO(COMM)/DNC,

RELATIONSHIP WITH DEFENSE COMMUNICATIONS AGENCY

The Defense Communications System (DCS) comprises the major portions of
the individual Army, Navy and Air Force world-wide, long-haul, point-to-
point communications complexes brought together under a single system to
provide a single system response to the Department of Defense world-wide
communications needs. The military departments continue to maintain and
operate their assigned portions of the DCS but are responsive to the
over-all operational control and supervision of the Defense Communica-
tions Agency (DCA) which is the management agency for the DCS. The Naval
Communication System Headquarters Activity maintains direct liaison with
the DCA in matters affecting the operation of certain segments of naval
communications, and coordinates and supervises the operation of those
facilities of the DCS for which operational control has been delegated
to the Navy. For the most part, these latter facilities are organiza-
tional components of the Naval Communication System.

2050, BUDGETING AND ADMINISTRATION

MANAGEMENT

The Chief of Naval Operations has delegated to the Assistant Chief of
Naval Operations (Communications)/Director, Naval Communications
responsibility for management control of the activities and functions
of the Naval Communication System and the Naval Security Group. The
discharge of these management responsibilities includes the preparation
of budget estimates and justifications in support of the annual and
projected program objectives, and the administration of funds appropri-
ated therefor,
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o2 The ACNO (Communications) sponsors communications budgetary programs for:

o3

-4

(a) The basic Naval Communication System, the shore-based network
(ship/éhore, point-to-point and broadcast) which serves to link all
other elements of naval communications for command control of the
operating forces and for administration of the Naval Establishment,

(b) Communications complexes which are portions of new operating
systems for weapon systems; i.e., G-I-UK Barrier and the Navy's
Data Network,

The ACNO (Communications) provides technical direction and guidance to
the sponsors of budgetary programs for:

(a) Airborne communications,
(b) Shipboard communications.

(¢) Communications internal to shore stations not assigned to the
management control of the Director, Naval Communications,

-
The following appropriations provide funds for the budgetary programs
sponsored by the ACNO (Communications) and those communications programs
in which the Director, Naval Communications has a technical interest:

(a) Operation and Maintenance, Navy (0&8MN). This appropriation provides
for operating and maintenance costs of the facilities of the Naval
Communication System and the Naval Security Group., Also, the cost
of installing communication equipment, both for modernization and
in new construction, in shore activities is budgeted in this appro-
priation. The Bureau of Ships obtains funds from this appropriation
for the installation of communication equipment aboard ship in
connection with the overhaul and modernization programs. The
Bureau of Weapons obtains funds from this appropriation for install-
ing modern communication equipment in planes as a part of the back-
fitting programs,.

(b) Other Procurement, Navy (OPN). This appropriation provides for
procurement of communications and related electronic equipment
required for both modernization and new construction for the Naval
Communication System; for modernization of ship-to-shore, ship-to-
ship, air-to-ground, and ground-to-air communications; all crypto-
graphic aids and devices required for the Naval Establishment; and
cryptologic equipment for the Naval Security Group, required for
both modernization and new construction.

(¢) Military Construction, Navy (MILCON). Within this appropriation
funds are provided for the construction of new facilities for the
Naval Communication System and the Naval Security Group.

(4) Research, Development, Test and Evaluation, Navy (RDT&E,N). This
appropriation provides for research in connection with projects
for development of improved communication systems and techniques.

In addition to the foregoing, the Chief of Naval Operations (DNC)
performs other managerial functions in connection with the Naval Commu-
nication System and the Naval Security Group. These managerial functions
are:

(a) The establishment of organizational structures, the determination,

coordination and assignment of functions and the conduct of periodic
reviews of such organizational structures.
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(b) The coordination of the planning for, and the allocation of,

civilian and military ceilings and allowances within the over-all
ceilings and allowances. allocated.

(¢) The coordination of the civilian personnel ceilings with military
personnel allowances,

(d) The administration, in accordance with current instructions, of the
Management Improvement Program, the Manpower Utilization Program,
and similar programs,

2060, COMMUNICATIONS ASHORE

COMMUNICATION DEPARTMENTS OF ACTIVITIES OF THE SHORE ESTABLISHMENT

The organization of the activities of the Shore Establishment generally
provides for a Communication Department. The Communication Departments
maintain and operate various communication facilities primarily to
provide local (intra-activity and/or intra-area) communications for
activities of the Shore Establishment as necessary for the accomplishment
of their assigned missions in regard to the Operating Forces, as

dictated by local circumstances or world-wide requirements, They may
further provide certain general communications in furtherance of the
world-wide functions of the Naval Communication System.,

Communication Departments are organizational components of the shore
activity for which they provide requisite local communications, Manage-
ment control is exercised by the bureau or office of the Department of
the Navy having management control of the parent shore activity.,

Normally the Communication Department of activities of the Shore Estab-
lishment provides for a small Communication Center, consisting of a
Message Center and Cryptocenter, However, when required, it may also
provide for a Relay Station, Wire and/or Radio Center, Control Center,
Radio Transmitting and Receiving Facilities, and a Visual Signal Station,

Where radio transmitting and receiving facilities are required, it is

the policy, in the interests of economy and efficient use of men, money
and material, where practicable, to install the transmitting and receiving
equipments in regularly established radio transmitter or receiver stations
of the Naval Communication System and remotely control these facilities
from the Communication Center of the activity concerned.

2070, COMMUNICATIONS AFLOAT

COMMUNICATION ORGANIZATIONS OF THE OPERATING FORCES

Every communication organization of the Operating Forces is an inte-
grated unit of that command. Through the ship or staff organization,
the commanding officer or commander has direct and positive control of
communications; and in the transmission and reception of signals and
messages, the communication organization participates in the exercise
of command.

THE OPERATIONS DEPARTMENT OF A SHIP

The Operations Department is one of the command departments of the ship.
Its functions embrace all external communications,; combat information
center, control of aircraft in the air, and electronics repair,

In a large ship, the Operations Department will contain signal and radio

divisions, In a small ship these divisions may be combined, or there
may be only an Operations Division.
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THE COMMUNICATIONS DEPARTMENT OF A STAFF

On a naval staff the communications organization is a staff department
or division separate from the staff operations department.

FLAGSHIP

On board flagships, ship and flag personnel may be combined into one
communications organization, under flag supervision,

COMMUNICATION SPACES

The number, size and arrangement of the communicatioh spaces of a ship
is dependent upon the size and the mission of the ship. In a large
ship, the functions of the communication organization are carried out
in the following spaces:

(a) Message Center - The shipboard message center contains personnel
and equipment -for the placing in proper form, write-up, internal
routing, delivery and filing of messages., It is the duty station
of the communication watch officer. All messages, other than
operational messages received and sent direct from shipboard
control stations, must clear the message center before internal
routing or external transmission, In ships without space alloted
for a message center, the functions of the message center are
carried out in radio central,

(b) Radio Spaces - Radio central, also called main radio, is the largest
and most completely equipped radio space on board ship. It contains
operating positions for radiotelegraph, radiotelephone and facsimile.
Normally, it is the location where transmitters, receivers and remote
speakers and keying positions are selected and tied together to pro-
vide communication channels for the remote operating stations else-
where in the ship. Radio central is located in close proximity to
the message center and is the duty station of the supervisor of the
watch and of most radio operating personnel, According to the size
of the ship, there may be one or more additional spaces containing
special equipment, additional equipment, or duplicate facilities.
Depending upon their arrangement and intended use, such spaces may
be designated as transmitter room, emergency radio room, auxiliary
radio, or other appropriate functional titles.

(c) Remote Control Facilities - Remote stations, consisting of receiving
outlets and transmitter keying positions, are established in battle
control spaces where a need exists for direct radio communication,
These remote stations are connected to radio central, where the
desired receivers and transmitters are selected.

(d) Cryptocenter - The functions of the shipboard cryptocenter are the
same as those of the cryptocenter ashore, Additional information
pertaining to the cryptocenter is contained in Chapter 5 and in
Chapter 4, NWIP 16-1.

(e) Visual Signal Spaces - Equipment and spaces for visual communica-
tions are provided in the superstructure of the ship. Signal
halyards run from the yardarm to flagbags at the foot of the mast
for flaghoist signaling. Signal searchlights and semaphore plat-
forms are located in positions where each will have the largest
arc of vision and so that their total coverage will be 360°,
Remote control keys for operating yardarm blinker, nancy, and
searchlights are placed in convenient and protected positions.,
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2080, DEFENSE COMMUNICATIONS AGENCY

AUTHORITY

The Defense Communications Agency (DCA) was established as an agency
of the Department of Defense (DOD) by DOD Directive 5105,19 dated
12 May 1960,

MISSION

The Defense Communications Agency, under the Chief, DCA;, will exercise
operational control and supervision of the Defense Communications
System (DCS) to assure that Defense and Military long-haul, point-to-
point communications needs are adequately met in a single Defense
Communications System within the Department of Defense.

ORGANIZATION AND COMMAND

The Defense Communications Agency is an agency of the Department of
Defense under the direction, authority, and control of the Secretary
of Defense, The chain of command shall run from the Secretary of
Defense through the Joint Chiefs of Staff to the Chief, DCA.

The DCA, under the direction and control of the Chief, DCA, shall

consist of a military commander of suitable General or Flag Rank; a
Headquarters Staff; and such subordinate units, facilities and activities
(including Communications Control Centers) as are specifically assigned
to the Agency by the Secretary of Defense or by the Joint Chiefs of Staff
by the authority and direction of the Secretary of Defense.

The Chief, DCA, is specifically delegated authority to prescribe pro-
cedures, principles, standards, and practices for activities under his
operational control and supervision; prescribe or approve, as appropriate,
security rules, regulations and instructions for DCS activities; obtain
such reports and information from the Military Departments and other
Department of Defense or governmental agencies as may be necessary to

the performance of the Agency's assigned functions; directs the consoli-
dation or elimination of DCS facilities and operations in order to achieve
maximum efficiency, economy, and effectiveness; have direct access to and
direct communications with any department or agency performing DCS func-
tions over which the DCA exercises operational control and supervision;
and issue instructions pertaining to the operation and maintenance of

the DCS to the heads of the operating agencies of the Military Depart-
ments and other Department of Defense or governmental agencies provided
that task assignments and pertinent instructions, which may be issued
directly to any operating element of the DCS; are within the capacity

of such elements to accomplish,

FUNCTIONS

Under the direction and control of the Chief, DCA, the Agency shall
perform the following functions within its assigned field of responsi-
bility:

(a) Plan and, upon approval of the Joint Chiefs of Staff and the
Secretary of Defense, establish the Defense Communications System.

(b) Exercise operational control and supervision of the communications
activities and facilities comprising the DCS, to include the allo-
cation of circuits and channels, the allocation of standby communi-
cation facilities and the supervision and direction of the restora-
tion, allocation or reallocation of circuits and channels under
emergency conditions,
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(¢) Translate system plans into program guidance and recommend to the
Secretary of Defense through the Joint Chiefs of Staff the assign-
ment of appropriate program priorities and program implementation
responsibility, Provide support in the program/budget process of
the Military Departments to appropriate elements of the Offiice of
the Secretary of Defense, the Joint Chiefs of Staff, or the Military
Departments,

(d) Coordinate communications research and development programs of the
Military Departments which are applicable to the DCS; review
current status of research and development efforts in support of
the DCS; recommend research and development programs or projects
to the Director of Defense Research and Engineering through the
Joint Chiefs of Staff required to ensure progressive improvement
of the DCS.

(e) Conduct a continuous analysis and evaluation of the effectiveness
of the DCS, to include periodic exercises, inspections and tests.

(f) Supervise the operation of special purpose communication facilities
of the DCS required to support the President, the Secretary of
Defense, and the Joint Chiefs of Staff in providing communications
for the exercise of command, control and direction of the U.S.,
Armed Forces in the Alternate Joint Communication Center, the
Joint War Room, and other similar activities as designated by the
Secretary of Defense or the Joint Chiefs of Staff,

2090, THE DEFENSE COMMUNICATIONS SYSTEM

AUTHORITY

The Defense Communications System was established within the Department
of Defense by DOD Directive 4600,2 dated 12 May 1960 to provide a
single Defense Communications System within the Department of Defense.

The component facilities of the DCS, other than DCA communication
control centers, are operated by the Military Departments, the Unified
or Specified Commands, or other DOD Agencies to whom such responsibility
has been assigned, under the operational control and supervision of the
DCAQ

INCLUSIONS
The DCS includes:

(a) All Department of Defense world-wide, long-haul government-owned
and leased, point-to-point circuits; terminals, control facilities
and tributaries required to provide communications:

(1) From the President to and between the Secretary of Defense,
the Joint Chiefs of Staff, and other governmental agencies as
directed.

(2) From the Secretary of Defense and the Joint Chiefs of Staff to
and between the Military Departments, the Unified and Specified
Commands, and other Department of Defense agencies,

(3) From the Military Departments to and between the fixed head-
quarters of their major commands, and to and between the fixed
headquarters of their subordinate commands,

(4) From the Unified and Specified Command to and between.the fixed
headquarters of their component and subordinate commands.,
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(e)

As directed, all Department of Defense circuits, - trunks, loops,
terminals, communication facilities, and technical control elements,
either government-owned or leased, utilized to provide long-haul
telecommunications from the President, Secretary of Defense, Joint
Chief's of Staff, and the unified and specified commanders when afloat,
airborne; or in a land mobile environment,

All special purpose, point-to-point circuits, trunks; loops,
terminals, communication facilities and technical control elements
required to:

(1) Provide communications to the Alternate Joint Communications
Center, the Joint War Room, and other similar activities as
designated by the Secretary of Defense or the Joint Chiefs of
Staff,

(2) Provide telecommunications to the alternate headquarters and
emergency relocation sites of the Military Departments and
those commands listed in paragraph 2092,1(a) above.

(3) Provide telecommunications to allied commands when and as
directed.

(4) Provide telecommunications to other government and non-government
agencies as directed,

(d) That portion of tactical circuits and weapons systems circuits which
are long-haul, point-to-~point in nature, and which are routed through
or contained in a Defense Communications System facility,

(e) Those communication facilities used for extension or restoration of
any component of the Defense Communications System.

(f) Assigned operational, point-to-point circuits, trunks, terminals,
and communication facilities included in, or which are a part of,
active or passive space communications satellite systems,

EXCLUSTONS

The Defense Communications System does not include:

(a)

(b)

(c)
(d)
(e)

(£)

Tactical communications which are self contained within tactical
organizations,

Land, ship, and airborne circuits, trunks, terminals, loops, and
communications facilities of broadcast, ship-to-shore, ship-to-ship,
ground-air-ground systems, except as cited in paragraph 2092.1(b)
above,

Local communications for command, countdown, range safety, and
weapon destruction at missile and air defense launch and firing pads,

Self-contained information gathering, transmitting, and/or process-
ing facilities which are normally local in operation and use.

Weapons systems requirements which cannot be met through the facili-
ties of the DCS,

Local base, post, camp, or station cable facilities of a fixed
headquarters unless otherwise designated or provided for.

ASSUMPTION OF OPERATIONAL CONTROL

The Defense Communications Agency assumed operational control of the
Defense Communications System on 7 March 1961,
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CHAPTER THREE
COMMUNICATION RECORDS
AL 3000. COMMUNICATION FILES

MESSAGE FILES

Communication Center File. An unclassified source of reference for all
messages, irrespective of means of transmission, addressed to or
originated by the command. It contains a copy of each plain language
message, and an encrypted copy of each classified message, as received
or transmitted. When an encrypted copy is not available or nonexistent,
a filler or dummy referring to the cryptocenter file should be inserted.
Messages are filed chronologically by date-time group.

Cryptocenter File. Contains the edited plain language version of each
classified message addressed to or originated by the command, filed
chronologically by date-time group. The cryptocenter file may be
physically subdivided to comply with stowage requirements for classified
matter., In all cases, Top Secret messages will be afforded separate
stowage,

Radio Station File. A chronological record of all traffic handled by the
command by radio means. It shall contain a copy of each nontactical
message received, transmitted or relayed by the radio facilities of the
command. These copies shall bear the operator's serfices, and are filed
in chronological order by date-time~group,

Visual Station File. A chronological record of all traffic, except
tactical signals, handled by the command by visual means. It is identi-
cal in purpose and description to the radio station file.

General Message File. A chronological record of all general messages
addressed to the command. The file is normally subdivided by type of
general message and each type is filed in serial number order. These
files are given the classification of the highest classified message
contained therein. In order to facilitate access and stowage, general
message files may also be segregated by security classification with
appropriate cross-references. :

Messages in the above files may contain the signatures or initials of
the drafter, releasing officer, communication watch officer, operator,
persons to whom the message has been routed and such other information
as may be required by the local command.

For convenience of stowage, filing and referencing, the Communication
Center File, Radio Station File, and Visual Station File may be combined
as desired.

In the case of a flagship, duplicate files may be maintained by the
flagship and the embarked commander.
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EXAMPLE OF FILING SYSTEM
Incoming encrypted NAVOP received by radio:
One encrypted copy - filed by DTG in radio station file.
One encrypted copy - filed by DIG in communication center file.

Edited plain language original - filed by DTG in the appropriately
classifried section of the cryptocenter file.

One edited plain language coOpy - filed by serial number in the NAVOP
portion of the classified general message file.

CRYPTOCENTER FILES

The custodian's files and the cryptoboard file (optional) are described
in Chapter 5.

TAPE RELAY STATION FILES

Tape relay stations are not required to keep a permanent file of
messages. All tape relay stations will keep monitor tape or page copy
for 24 hours on incoming messages, 60 days on outgoing messages.

3010. COMMUNICATION LOGS

ENTRIES IN LOGS

Log entries will not be erased. Any necessary changes will be made
by drawing a single line or typing slant signs through the original
statement and indicating the changed version adjacent to the original
entry., The operator making the change will initial such changes.

RADIOTELEGRAPH LOGS

Every radiotelegraph transmission on every radio frequency guarded, .
covered or copied shall be logged in accordance with the following
instructions:

(a) Every transmission heard by an operator on watch (regardless of
source or completeness) shall be recorded, whether or not addressed
to the receiving station,

(b) If the transmission must be written in full on a message blank,
as when the message is addressed to, is passed to, or is to be
relayed by the receiving station, only sufficient details need be
inserted in the radio log to identify the message.

(¢) If it need not be written on a message blank, the transmission shall
be written out fully in the radio log.

In addition to showing a complete and continuous record of all emissions
transmitted or heard, the radio log shows operating conditions which
occur during the day. The log should include such additional data as
the following:

(a) Time of opening and closing of the station.

(b) Causes of delay on the net or circuit.

(¢c) Adjustments and changes of frequency.
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(d) Unusual occurrences, such as procedures and security violations.

When an operator opens a new net or circult or starts a new day's log
he shall write or type his name in the log. When an operator is re-
lieved or closes a net or circuit he shall sign the log. An oncoming
operator shall write or type his name in the log. In all instances
the name or signature of the operator shall be in such form that no
confusion regarding his identity will exist.

An entry shall be made in each radio circuit log at least every five
minutes. If the operator is too busy to comply over a period of time,
he may enter the essential data later, indicating inclusive times.

An entry shall be made each time harmful interference is noted and a
report submitted to CNO. (See Janap 195 and NWIP 16-1 for further
information,)

RADIOTELETYPEWRITER LOGS

The page copy (or perforated tape) is the radioteletypewriter log, 1In
the absence of automatic time stamping or indicating equipment, a time
entry of the sending station shall be made on the tape or page copy at
least once every thirty minutes.

RADIOTELEPHONE LOGS
Complete logs shall be maintained on the following nets:
(a) Maneuvering Net,
(b) Task Unit (or Group or Force) Chain-of-Command Net.

(¢) Combat Information Net, with the exception that standard abbrevia-
tions similar to those used to record data -on CIC status boards
may be logged.

Modified logs may be maintained on all other circuits and nets. The
completeness of coverage and degree of textual detail will vary with
the type of ship or station, availability of personnel and the category
of information passing through the net or circuit. The ultimate
decision as to the completeness of logs on other circuits rests with the
commanding officer.

If desired, prowords and spoken operating signals may be logged by
their CW equivalents,

Subject to the foregoing, radiotelephone logs are kept in the same
manner as radiotelegraph logs.

The following is a sample method for keeping a radiotelephone log,
showing entries for:

(a) Immediate Execute Method. Line 1 details the log entry for an
immediate execute message.

(b) Delayed Execute Method., Lines 2 and 6 show the entries for a de-
layed execute message. The first portion (line 2) is entered as
received, leaving the TOX column blank. When the command is
finally executed by the message recorded in line 6, the time of
execution in line 2 is filled in.
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(¢) Administrative Message. All message data plus the text is logged.
There is no execution involved, therefore no entry in the TOX
column.

(d) Change of Watch. Each operator signs in and out, as shown in lines
4 and 5. A new day's messages are separated from previous log
entries and the date indicated.

EXAMPLE - RADIOTELEPHONE LOG

CIRCUIT SCREEN COMMON

TO ™M TIME  TEXT TOX

(Line 1) BULL RUN  MAGNIFY 2302 IMMEDIATE EXECUTE BREAK
TURN 180 BREAK I SAY AGAIN
TURN 180 STANDBY EXECUTE 2302

(Line 2) BULL RUN MAGNIFY 2335 EXECUTE TO FOLLOW BREAK 135
CORPEN TACK KILO CORPEN OVER 0005

(Line 3) BULL RUN MAGNIFY 2345 ROUTINE TIME @$12315Z FROM
MAGNIFY TO BULL RUN BREAK
(TEXT) BREAK OVER

(Line 4) W. G. THEBUS, RDSN

(Line 5) 2 MAY 1958 - R. E. REDDICK, JR., RD3

(Line 6) BULL RUN MAGNIFY 0005 135 CORPEN TACK KILO
CORPEN STANDBY EXECUTE 0005

EXAMPLE - SAME RADIOTELEPHONE LOG USING
CW EQUIVALENTS AND ABBREVIATIONS

TO ™M TIME  TEXT TOX

(Line 1) BR MAG 2302 IMMEDIATE EXECUTE BT TURN

180 IMI TURN 180 STANDBY IX 2302
(Line 2) BR MAG 2335 IX BT 135 CORPEN - K CORPEN

BT K 0005
(Line 3) BR MAG 2345 R_- $12315Z FM MAG TO BR

BT (TEXT) BT K
(Line 4) W. G. THEBUS, RDSN
(Line 5) 2 MAY 1958 R. E. REDDICK, JR., RD3
(Line 6) BR MAG 0005 135 CORPEN - K CORPEN

STANDBY IX K 0005

3015. VISUAL LOG
.1 The visual log contains a record of all signals from the Allied Naval

Signal Book or other signal books as sent or received, including the
date, time of receipt, time of delivery, time of execution, originator,

3-6 CHANGE NO. 2



DNC 5(B)

4005. (Continued)

.4

4006.

.4

Originators of operation plans and orders should insure that the
NAVCOMMSTAs or NAVCOMMFACs designated to provide fleet support
communications are included in the distribution of the basic plan
or the communication annex thereto.

PLANNING DUTIES

The internal organization of communications in time of war or actual
battle, will vary to some extent according to the type and mission of
the command. The equipment and personnel of the communication organi-
zation must be flexible so that internal arrangements, if need be, can
be altered to fit the situation. Fundamentally, no communication plan
is sound which relies on a single means of communication for a vital
channel without consideration of an alternate means in the event of
material or personnel casualty.

The Oplan and/or Oporder sets forth any definite mission for the command.
It should be studied in detail immediately upon receipt. When possible
any questions should be resolved by personal contact with cognizant
officers of the issuing staff prior to the effective date of the plan.

The communication officer will prepare the commandfs communication plan
from the Communication Annex to the Oplan/Oporder for distribution to
cognizant personnel.

The command’s communication plan.should be prefaced with a brief state-
ment of the mission or task assignment. In wartime this can be done
within the scope of good security by holding a conference of assistant
communication officers and distributing the plan after insuring adequate
safeguards are available for protecting the plan. 1In peacetime, provided
the security classification of the operation or exercise mission permits,
this briefing should be accomplished as early as practicable after re-
ceipt of the operation plan, in order to permit the maximum amount of
time for departmental planning and preparation. In the communication
plan and subsequent conferences the communication officer should organize
all watches. He should stress the factors that are vital to the success
of the mission such as the tacties involved, and he should prescribe the
special communications procedures required such as recognition or authen-
tication.

Publications that will be used should be made available, reviewed and
placed in readiness in the cryptocenter and other spaces where they may
be required. They shall be accounted for on a watch-to-watch inventory
basis.

Transmitter and receiver equipment should be calibrated, tested and the
calibration data recorded for ready reference prior to getting underway.
There shall be no radiation from the antenna when transmitters are
warmed up, set on frequency and adjusted prior to radiating the initial
signal when coming up on a circuit. The necessary adjustment of the
final stage and adjustments of the antenna tuner (if applicable) or
coupling should be made immediately after emitting the initial signal.
In preparing for an operation, the exact dial settings for all the
equipments to be used should be determined with frequency meters and
marked. 1In the case of a transmitter no emission is to be radiated

in this calibration process, but the final stage and coupling adjust-
ments are to be made by the silent tuning process described in
NAVSHIPS 900,000. (Care must be taken to disconnect the calibrating
equipment afterwards.)
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Frequency measuring equipment shall be checked monthly for accuracy
of its frequency source. Signals emanated by NSS, NPM and NPN shall
be used as a standard in making adjustments and these stations shall
be charged with the responsibility of maintaining the accuracy of
the standard.

4010. DISTRICT COMMUNICATION OFFICERS AND
COMMANDING OFFICERS OF NAVAL
COMMUNICATION STATIONS AND
FACILITIES

RESPONSIBILITY

The commanding officer of a naval communication station (NAVCOMMSTA )
or naval communication facility (NAVCOMMFAC) is responsible for the
proper administration and operation of his command as defined in
Chapter 7 of U.S. NAVY REGULATIONS. Specifically, he is responsible
for the proper execution of the mission assigned his station.

In the interest of economy and where feasible, the Commanding Officer of
the Naval Communication Station serving a District Commandant is assigned
as District Communication Officer on the staff of the District Commandant
for additional duty; the Commanding Officer of a Naval Communication
Station serving a Fleet, Sea Frontier, or Naval Area Commander's Head-
quarters, may be assigned additional duty on the staff of the Commander
either as Communication Officer or for communication duties.

DISTRICT COMMUNICATION OFFICER

The district communication officer is responsible for the proper plan-
ning, organization, operation, inspection, supervision and coordination
of communications for all Shore Establishment activities of the Navy
and Marine Corps within the district.

The district communication officer shall exercise, through appropriate
channels, necessary coordination of all district communication activi-
ties. These activities include those of the Naval Communication System
and communication departments of activities of the Shore Establishment.

COMMUNICATION PLANS AND ADMINISTRATION

As the district communication officer, he shall coordinate the develop-
ment and preparation of all district communication plans, including
operations, frequency, countermeasure, logistic, emergency, casualty
and catastrophe plans. He shall review and coordinate all communica-
tion plans prepared by subordinate activities.

As the district communication officer, he shall insure maximum
integration and usage of communication facilities and personnel to
provide the greatest possible economy and most efficient operation.
He shall: .

(a) Analyze the need for circuits and equipment to properly maintain
naval communications and recommend changes thereto.
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4013.2 (Continued)

(b) Determine military characteristics, adequacy, ownership, operation
and usage of telephone and other landline systems. He shall
approve minor changes or recommend major changes, as applicable,
to telephone systems under his cognizance.

*ﬁ (¢c) Administer the engineering, issuing of orders in accordance with

4

4014.
.1

.2

4015.

.1

4016.

.1

.2

BUDOCKS Instructions, allocation and operation of landlines
associated with the Naval Communication System and off-net facili-
ties within the district other than those directly managed by CNO
or other management Bureaus and offices.

As the district communication officer, he shall prorate th cost of
landline services within the district among joint users.

As the commanding officer, he shall exercise within his district
those management and financial responsibilities directed by the Chi f
of Naval Operations (DNC),

INSPECTIONS, ANALYSES AND STUDIES

As the District Commnication Officer, he shall conduct inspections
at the times when continuing surveys are scheduled by the Commandant,
and more frequently if circumstances dictate, of all district commu-
nication activities and make a report on the:

(a) Adequacy and effectiveness of personnel and material.
(b) Ability to meet operational requirements.
(c) Conformance with established standards of service.

As the district communication officer, he shall make traffic studies
and analyses in order to keep the Chief of Naval Operations and the
commandant informed of the status and adequacy of communication
personnel and equipment.

As the district communication officer he shall make recommendations
on requests for increases or decreases of personnel and material
allowances from individual commands, insuring maximum utilization of
personnel and facilities, as determined by operational needs.

LIAISON

As the district communication officer, he shall maintain liaison with
Operating Forces' headquarters ashore within the district to ensure
that adequate communication support is provided to fleet units and
other elements of the Operating Forces., He shall effect coordination
of commnication requirements between fleet units and the Shore
Establishment. He shall also maintain liaison with the Army, Air
Force, Coast Guard, other Government departments and civilian organiza-
tions in the district in communication matters, including the

preparation of joint plans.

PUBLICATIONS AND SECURITY

As the district communication officer, he shall coordinat :

(a) Activities of the Registered Publication System.

(b) Activities of the Naval Security Group.

As the district communication officer, in accordance with current
allowance lists and in coordination with the district director of

training, he shall direct the issuance of RPS-distributed publications
to Naval Reserve activities specifically authorized by the Commandant

4-9 CHANGE NO, 2



DNC 5(B)

4016,2 (Continued)

4017,
o1

.2

.4

4018,
.1

4021.

o1

to hold publications.
TRAINING

As the district communication officer, he shall advise and assist the
director of training in the communication training within the district.

As the district communication officer, he shall exercise technical
control of the Naval Reserve communication networks within the
district.

As the district communication officer, he shall advise the district
officer for Naval Reserve Security Group activities as necessary

in exercising the management and technical control of such compo-
nents. He shall assist the director of training with the training
of such components,

As district communication officer, he shall process all requests
for annual training duty from communication personnel of the Naval
Reserve.

FUNDS

As commanding officer, he shall administer the funds allotted for
communication facilities,

4020, STAFF COMMUNICATION OFFICERS

DUTIES OF THE STAFF COMMUNICATION OFFICER

The senior officer of the communication division is the staff
communication officer or assistant chief of staff for communications,
who is directly responsible to the chief of staff as described in

Th Navy Staff, NWP 12, His primary responsibility is the
efficiency of naval communications within the command. To meet this
responsibility, the staff communication officer has the following
duties:

(a) Advise the commander and his staff on communication matters.

(b) Formulate communication plans and directives for the approval of
the commander,

(¢) Direct subordinate communication officers in communication matters.
(d) Establish and maintain efficient communications for the commander.

(e) Initiate training and operational methods designed to improve
the efficiency of communications within the command.

(f) Enforce strict radio and visual communication discipline over the
circuits within the command,

(g) Maintain a high state of communication readiness within the
command, and ensure compliance with existing instructions and
regulations,

(h) Appraise and maintain the state of communication security with-

in the command and report the situation to the commander at
frequent intervals.
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4044,1 (Continued)
(¢) When the communication officer directs, conduct an inventory of
the articles and equipment in his custody. This shall be done
at least once a year.
4045, INSPECTIONS
.1 Each of these officers shall:
(a) Daily inspect all records and logs under his cognizance.

(b) Check the handling of traffic under his cognizance.

(¢c) Daily inspect, for cleanliness and upkeep, the facilities, in-
cluding equipment, antennas, storerooms and other assigned spaces.

4046, ADDITIONAL DUTIES OF THE RADIO OFFICER
.1 The assistant commnication officer in charge of radio shall:
(a) Know the effective communication plans.,

(b) Know propagation characteristics and proper use of radio
frequencies,

(¢) Be familiar with condition, capabilities, and limitations of
ship!s radio equipment, including antennas.,

(d) Ensure that equipment is calibrated, particularly on frequencies
for operations, at least 24 hours prior to departure, and that
equipment is maintained on frequency.

4050, ASSISTANT COMMUNICATION OFFICERS

4051, COMMUNICATION WATCH OFFICERS

.1 Communication watch officers are normally officers of the operations
department,

(a) In large ships, particularly in wartime, junior officers may be
assigned specifically to the operations department for watch
standing duty or training in communication as directed by the
communication officer.

(b) In smaller vessels, the duties of the CWO will be performed Dby the
communication officer and his assistants, as necessary.

.2 While on watch, the communication watch officer, under the communica-
tion officer, is responsible for all incoming and outgoing traffic
as provided for in the ship's communication organization, It is his
duty to ensure that all messages, transmitted or received, are handled
rapidly and accurately, in accordance with existing regulations and
orders, In performing this duty the communication watch officer
shall be cognizant of the tactical situation and control communica-
tions as the communication officer's representative for the period
of his watch, He shall supervise and train the personnel of the
watch so that maximum information and intelligence available can
be utilized by the command, informing those who need to know.
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In addition to the knowledge required of all officers performing
communication duties, the communication watch officer shall have
a particularly thorough knowledge of communication methods and
procedures, including the internal handling of messages,

The CWO is primarily responsible for the following:

(a) Ensuring that messages are routed correctly and delivered
promptly,

(b) Maintaining a tickler system for acknowledgments and replies to
) ensure that timely action is taken when required.
(¢) Final authorization for transmission of encrypted messages. a

(d) Ensuring that messages are prepared and transmitted in accordance
with prescribed procedure,

(e) Maintaining necessary records of traffic, incoming and outgoing.
(f) Proper filing of incoming and outgoing messages.,

(g) The proper operation of the cryptocenter during his watch.

The CWO watch normally is continuous wnen underway and is rotated at the
end of each watch period. When in port, the CWO duty may be assigned
as a day's duty (24-hour period).

A CWO notebook usually is maintained in, and not removed from,

the message center., Immmediately upon receipt of orders, instruec-
tions and information, the CWO enters in the book all data which
must be passed on to reliefs, An oncoming CWO reads and initials all
new entries before relieving the watch.

The CWO should know which reports are required of the ship!s communica-
tion organization and by whom and to whom they are to be made under
the following conditions:

(a) General quarters,

(b) Material conditions of readiness,

(e¢) Darken ship.

(d) Underway and anchoring.

(e) Eight o'clock reports,

(f) Emergeney drills,

In port, the CWO will have additional matters which must be followed
up and checked, such as:

(a) General messages,
(b) Officer messenger trips.
(c) Routing of messages to officers not on board.

(d) Telegrams,
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SECTION B
5100, PHYSICAL SECURITY

REPORTING IRREGULARITIES

All personnel are responsible for bringing to the attention of their
immediate superiors any irregularities in communications which may
affect communication security.

IMPORTANCE OF PHYSICAL SECURITY

Maintenance of physical security assures the maximum protection of
classified material from production to destruction, Classified
material may be safeguarded from compromise by:

(a) Proper handling on the part of everyone concerned;

(b) Proper stowage when not in use;

(¢) Complete destruction when necessary.

PROTECTION OF CRYPTOSYSTEMS AND CRYPTOMATERIAL

The number of cryptosystems and quantity of cryptomaterial held shall
be maintained at a minimum in the following situations:

(a) At exposed outposts;
(b) In aircraft;

(¢) In ships operating in water under enemy control of such depths that
salvage operations are practicable;

(d) Under any other circumstances where capture is a probability.

A GUIDE to assist in maintaining the proper safeguards for classified
material follows:

(a) Are all personnel having access to classified material periodically
warned of the danger of loose talk in public and private places?

(b) Are the combinations on safes which contain classified material
changed every six months, or whenever any person having access
to a safe is detached or transferred from the office?

(¢) Is someone appointed to inspect each safe, desk, and fil at the
close of every working day to make certain that everything is stowed
properly? Is a record made of each inspection?

(d) Are classified documents and material invariably locked up when not
in use?

(e) Are burn bags used, and are wastebaskets checked each day to make
certain that they contain no classified material, including short-
hand notes, carbon paper, or rough drafts? 1Is classified waste
material promptly and properly destroyed?

(f) Is it determined that notes regarding clagsified matter ar not

left on memorandum pages or under blotters? Are bulletin boards
kept clear of classified matter?
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¥ 5110, PUBLICATIONS
RPS PUBLICATIONS

Distribution of publications in the Registered Publications System (RPS)
is effected through Registered Publication Issuing Offices (RPIOs), Sub
Issuing Offices and Mobile Issuing Offices. A list of all RPIOs is
contained in Registered Publication Memoranda RPS 36.

Accountability of RPS-distributed publications shall be in accordance
with RPS 4,

TECHNICAL PUBLICATIONS LIBRARY

OPNAV INSTRUCTION 5605,7 series contains complete instructions on
the distribution, requisitioning, and stocking of publications
issued by the Forms and Publications Supply Office System (FPSO),

Instructions for the operation and accountability of a Technical
Publications Library are contained in NWP g,

5120. DESTRUCTION OF CLASSIFIED MATTER
ROUTINE DESTRUCTION

Publications are ordered destroyed by CSPM, RPS 36, Letter of Promulga-
tion of the publication itself where applicable, or by other specific
directives, Except in an emergency, publications shall not be destroyed
without specific authorization,

The holder shall destroy superseded and obsolete publications when
destructions orders are promulgated, unless a standard instruction
or special correspondence authorizes retention.

Routine destruction shall be completed promptly at the specified
time in order that the amount of classified material subject to
emergency destruction is kept at a minimum,

The authorized methods of routine destruction and the reports of
unauthorized destruction are discussed in RPS 4.

EMERGENCY DESTRUCTION BILL

The commanding officer shall direct the preparation of an emergency
destruction bill, the execution of which is an all hands evolution
from communication officer to striker. Responsibility under the
destruction bill shall be delegated by duty and watch rather than by
name, Alternates for each billet shall be provided.

Publications on board ships shall be stowed habitually in weighted
perforated canvas bags. Material to be destroyed first should be
marked in a distinetive manner.

Emergency destruction of cryptomaterial shall be carried out in
accordance with the emergency destruction bill. (Chapter 6, KAG-1,)
Accurate records should be kept of all registered publications
destroyed when at all possible to do so.

Insofar as conditions permit, another officer should witness destruc-
tion., However, destruction should not be delayed to a point where it
cannot be completed prior to sinking.

The commanding officer shall ensure that ade%uate personnel are trained

to act efficiently in an actual emergency. See Chapter 6, SECURITY
MANUAL, )
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5123, REPORTS OF EMERGENCY DESTRUCTION

.1 Emergency destruction of cryptomaterial should be reported to higher
authority immediately if communications exist. This is very important
to future planning and operations. Plain language may be used as a
last resort, quoting short titles only.

EXAMPLES :

(4) A plain language message from Shanghai on 7 Dec 1951 -

ALL COMMUNICATION PUBLICATIONS AND CONFIDENTIAL PAPERS DESTROYED
EXCEPT DITOF,

(b) A plain language message from Guam on 9 Dec 1941 -
ALL CODES DESTROYED,

(¢) An encrypted message from Corregidor on 6 May 1942 -
NOW DESTROYING ALL REGISTERED PUBLICATIONS AND MILITARY EQUIPMENT,

.2 When emérgency destruction of classified communication material has
been accomplished, a full report should be forwarded, as soon as
possible, to the next senior in both the administrative and operational
chains of command and also direct to the Chief of Naval Operations.

The material destroyed, and method of destruction, and the extent of
destruction of items not completely destroyed shall be indicated.

5124, UNAUTHORIZED DESTRUCTION

.1 Known destruction of publications without proper authority, either
by accident or through a misinterpretation of authority, shall be
reported in all cases without delay in accordance with RPS 4.
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SECTION C
5200, CRYPTOSECURITY

CRYPTOSECURITY OFFICER

The commanding officer shall appoint an assistant communication officer
for cryptosecurity who, through the communication officer, shall serve
as advisor to the commanding officer in all matters relating to crypto-
security and the physical security of cryptomaterials. He shall be
responsible to the communication officer for the accurate, secure and
efficient operation of the cryptocenter. In small commands the com-
munication officer may serve as cryptosecurity officer.

CRYPTOCENTER

A cryptocenter is maintained, under direction of the cryptosecurity
officer, for the purpose of having a secure place in which to encrypt
and decrypt messages and store cryptomaterial (codes, ciphers and
related publications) ready for immediate use.

CRYPTOFILES

Edited plain language copies of encrypted messages shall be stored as
required for other material of the same classification except that
copies of messages marked "PARAPHRASE REQUIRED" shall be stored in
accordance with Article 0603 of the SECURITY MANUAL.

Cryptocenter File. See Article 3001.2.

Cryptoboard File. The cryptoboard may maintain a file of the encrypted
version of all traffic sent to the cryptocenter. Each message contains
a notation of the cryptoboard action, This file is divided into
sections - incoming and outgoing. It may be kept on several boards

in order to segregate scheduled files.
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the message should be transmitted blind or put on an appropriate
broadcast schedule.

(2) When a unit afloat calls a shore station on a ship-to-shore
circuit and receives no answer within a reasonable time, the
ship should deliver the message via any available station,
using an indefinite shore station call sign if necessary.

(q) Failure to maintain radio watches on designated frequencies and
at prescribed times.

(r) Transmitting at speeds beyond the capabilities of receiving
operators.

(s) Use of excessive transmitting power.
(t) Tuning transmitters with antenna connected.

(u) Excessive time consumed in tuning, testing, changing frequency, or
ad justing equipment.

(v) Use of excessive beam width or of a light larger or brighter than
necessary.

Use of profane, indecent or obscene language shall not be tolerated.
OPERATOR TRAINING

Encrypted messages transmitted by radio, wire and visual means for the
sole purpose of training operating personnel may employ call sign
ciphers and authenticators at the discretion of the officer conducting
the exercise (OCE).

(a) call sign ciphers will be employed in accordance with the effective
call sign encryption plan,

(b) Texts of messages will consist of random undecipherable groups.
System indicators will be taken from a list of DRILL indicators.

Every plain language message transmitted by radio, wire or visual
means solely for operator training will be identified by inclusion
of the word DRILL at the beginning and end of the text.

Encrypted or plain language messages for training exercises, command
post or tactical exercises, or maneuvers, will be prepared in the same
manner as normal traffic.

MONITORING

Stations and ships shall monitor their radio transmissions when practi-
cable in order to reduce errors in procedure and violations of circuit
discipline. Net control stations should monitor the transmissions of
the net.

Monitoring by central control agencies under area or higher commands
provides a check on the effectiveness of monitoring by net control
stations, but is not a substitute.

CONTROL OF OBSCENE AND PROFANE LANGUAGE

The elimination of profanity, obscenity, and unauthorized transmissions
from naval communication circuits is essential to circuit discipline
and transmission security. Use of such language shall not be tolerated.
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The Federal Communication Act of 1934, Section 326 is quoted in part:

"Whoever utters any obscene, indecent or profane language by
means of radio communiéation shall be fined not more than
$10,000 or imprisoned not more than two years, or both,"

Unauthorized and obscene transmissions are usually unaccompanied by call
sign identification, therefore every effort must be exerted to identify
the offending stations. To accomplish this, the use of tape recordings,
accurate log keeping, note of operator characteristics, exact frequency
measurements and direction finding bearings will help in proper identifi-
cation,

Where positive identification can be made, all incidents involving
obscenity, profanity and serious cases of prolonged "operator chatter”
shall be reported through the chain of command to the appropriate fleet
commander-in-chief or naval district commandant for corrective action,
The report shall be by letter and include appropriate enclosures citing
the violation.

If positive identification cannot be made, copies of the logs or record-
ings will be forwarded through the chain of command to the appropriate
fleet commander-in-chief or naval district commandant concerned in order
that he may be kept apprised of circuit discipline in his area,

5320. PROTECTION OF MEANS OF TRANSMISSION
RADIO PROPAGATION FACTORS

Radio waves, regardless of the frequency or emission, are at times
propagated over distances beyond the normal usable ranges,

In particular, experience has shown that nominal line-of-sight distances
at radio frequencies above approximately 30 megacycles are exceeded
frequently, It may be assumed that, at times, signals may be propagated
and intercepted:

(a) In the 30-100 mcs band at distances exceeding 1000 miles;
(b) In the 100~500 mcs band at distances of several hundred miles;
(c) Above 500 mcs at distances of relatively less significance.

It is essential that all concerned recognize the possibility of trans-

mission of radio waves over extended distances, and maintain appropriate
safeguards to prevent unauthorized interception,

SECURITY OF RADIOTELEPHONE TRANSMISSIONS

Careless or excessive use of radiotelephone is a serious hazard to
communication security, Precautions in the use of radiotelephone are
set forth in AFSAG 1248,

SECURITY OF VISUAL TRANSMISSIONS

Visual communication ordinarily is preferable to radio except when in
close contact with enemy units at night,

Transmission by visual means of a classified message in plain language
shall be authorized only after careful consideration has been given to
the necessity for sending in plain language and to the possibility of
interception by unauthorized persons,

Relative security of various visual systems:

(a) Day - (1; Semaphore (b) Night -~ (1) Infra-red communi-
(2) Directional flashing cation systems
light (2) Directional Flashing
(3) Panels light
(4) Flaghoist (3) Pyrotechnics
(5) Pyrotechnics (4) Nondirectional
(6) Nondirectional flashing flashing light
light

The aperture of flashing light equipment shall be kept as small as
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CHAPTER SIX
MEANS AND METHODS OF COMMUNICATIONS
SECTION A

6000. TYPES OF NAVAL COMMUNICATIONS

OPERATIONAL COMMUNICATIONS

Communications directing or affecting the actual movement of forces,
ships, troops and aircraft to or in the area of combat, whether real or
simulated, are operational. Weather and other vital reports affecting
the safety of life, ships, forces or areas also are operational.
Examples:

(a) Tactical communications.

(b) Combat intelligence, enemy reports, or information having vital
bearing upon the disposition, movement or employment of forces.

(c) Strategic or vital weather reports.

(d) Control of communications, cryptography, and deception and counter-
measures.

(e) Hydrographic information,

(f) Combat logisties. (Ordérs requiring logistic provisions of imme-
diate importance to operations in progress.)

ADMINISTRATIVE COMMUNICATIONS

Administrative communications are communications which deal with
routine matters, personnel, routine reports, logistic requirements and
similar subjects.

PRIORITY is the highest precedence which will normally be assigned
to administrative traffiec,

MEANS OF TRANSMISSION

Naval messages may be transmitted by physical delivery, by telecommuni-
cations, or by any combination of the two.

Where time considerations permit, physical delivery will be used in
preference to telecommunications. This action, however, should not
violate the policy that correspondence (letters, speedletters, etc,)
will be used whenever possible.

6010. PHYSICAL DELIVERY

DESCRIPTION

Physical delivery, as the name implies, is transportation of the mes-
sage from the communication center of the originator to that of the
addressee., U.S. Mail, guardmail, Armed Forces Courier Service, and
local messenger are examples of such transportation. Plane, message
drop, boat, diplomatic pouch or any other available system of trans-
portation may be used with due regard to the security of the matter
involved.
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ADVANTAGES

Physical delivery is of great value in relieving congestion over
communication cireuits, particularly in the case of long messages
wherein no immediate action is required. In addition, when circuits

are heavily loaded and the distances involved are comparatively short or
mail service is regular and good, delivery will in many cases be faster
by proper employment of physical delivery., This is particularly true

as regards classified messages which, if sent by a telecommunications
means, would have to be encrypted and decrypted.

PROCEDURE

Messages to be mailed are prepared by the originator in exactly the
same manner as any other message,

When a classified message i1s to be sent to selected addressees in plain
language by mail and to other addressees in encrypted form, the copies
sent by mail shall be processed in accordance with the rules that
govern the processing of plain language copies at eryptocenters,.

When encrypted call éigns and/or address groups have been used in
conjunction with unclassified text, security precautions set forth in
NWIP 16-1, Chapter 20, and ACP 121, Chapter 6, must be applied.

All copies of messages forwarded by mail will bear the date-time group,
and, where applicable, the general message serial number. Ensure that
all copies of classified messages bear the true date-time group vice
external date-time group. :

A1l copies of messages forwarded by mail will bear a communication/
signal center stamp or the signature of a responsible person.

If the message 1s delivered directly to the office of destination, re-
celpt of delivery together with the time of delivery will be obtained, and
this data should be entered on the file copy of the message prior to
permanent filing by the office of origin. If the message is not to be
delivered directly, the time of placing into a delivery system, location,
and system (e.g. air mail, ARFCOS, etc.) will be entered on the file

copy of the message prior to permanent filing,

The. envelopes containing coples of messages will be addressed to the
commanding officer of the ship or command marked "DELIVER TO MESSAGE
CENTER", When forwarded to Army or Air Force activities, the envelopes
will be addressed to the activity itselr,

The physically delivered copy shall be clearly marked "DELIVER TO MESSAGE
CENTER IMMEDIATELY UPON RECEIPT FOR HANDLING AND DISTRIBUTION'",

When two or more mail addressees are known to be served by a common
message center, only one copy of a message need be mailed. This copy
should be addressed to the command having direct operational control
of the message center.

When telecommunications is required to some addressees, no saving is
effected by mail delivery to other commands served by the same message
center as a telecommnications addressee.

6020, TELECOMMUNICATIONS

TELECOMMUNICATIONS

The term telecommmnications embraces any transmission, emission, or
reception of signs, signals, writing, images and sound or intelligence
of any nature by visual or oral means, or by wire, radio or other
electromagnetic systems.,
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Telecommunications means are as follows:
(a) Sound.
(b) Visual.
(¢) Electrical (wire or radio),
(1) Telegraph.
(2) Teletypewriter.
(3) Telephone.
(4) Facsimile.
(5) Other emissions.

6030, SOUND
SIGNALING BY SOUND

Use of sound for communication is limited to certain prescribed sound
siﬁgals, such as the signals prescribed for vessels by the RULES OF THE
ROAD, for air raid alerts, etc, When locally arranged sound signals are
used in special circumstances, care must be exercised that they do not
conflict with more commonly used signals and thereby confuse ships or
stations not familiar with the special signal,

Instructions for sound communications between ships in convoy are con-
tained in WARTIME INSTRUCTIONS FOR MERCHANT SHIPS..VISUAL SIGNALING
AND TACTICS (ACP 148).

UNDERWATER SOUND DEVICES

Ships so equipped may anticipate the use of underwater sound for
communications.

Sonar communications shall be conducted in accordance with radiotele-
graph and radiotelephone procedure as appropriate,

6040, VISUAL
VISUAL SYSTEMS

Visual communications are those means wherein the receiver detects
optically the intelligence transmitted. Types of visual means are:

(a) Flashing Light,
(1) Directional,
(2) Nondirectional,
(3) Infra-red communications.
(») Semaphore.
(¢) Flaghoist,
INTERCEPTION OF VISUAL COMMUNICATIONS

Commanders must control the use of flashing light and other easily inter-
cepted plain language visual communications in areas where interception
by enemy forces, agents, or other unauthorized persons is possible,

Where practicable, visual means will be used for communication in pref-
erence to radio, At night, when consideration must be given to the
possibility of divulging the ship!s position or when there is proba-
bility of enemy interception, line-of-sight radio is preferable.,
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VISUAL SILENCE

The officer in tactical command (OTC) will prescribe visual silence
when it is deemed necessary., Under conditions of visual silence there
shall be no signaling by visual means between sunset and sunrise except:

(a) Essential recognition signals,
(b) Essential messages transmitted by means of infra-red communications,

Night ecruising orders should be issued early enough to permit their
transmission to all addressees before sunset.

The commander should be informed of the status of visual traffic at
nightfall so that important messages requiring relay may be transmitted
by other means, or that the originator be advised of delay in delivery. o

VISUAL RESPONSIBILITY

In visual communications, relaying is accomplished automatically when
the call-up is made by using a collective call sign. A message to be
relayed should be passed on item for item when possible. The object
is a minumum lag between the originator's transmission of each item
and its accurate delivery to the last addressee.

The general rule for determining the responsibility for any situation
is that each addressee is responsible for the delivery of the message
to addressees beyond himself in the general direction away from the
originator. No rule set forth herein, or preseribed by responsible
commanders, shall be interpreted as restricting the initiative of any
ship in relaying a message to an addressee failing to respond when
called. It is the duty of any ship to expedite the transmission of a
message by relay when it is evident that she is in a better position to
effect the necessary relay than the ship specifically responsible.

(a) Single Line Formations. Any given ship is responsible for other
ships in the direction away from the originatjng ship.

(b) Multiple Line or Circular Formations and Dispositions., Each task
force (group) commander is responsible for his own task group (unit)
commanders and also for other task force (group) commanders in a
direction away from the originating ship. In turn each task unit
commander is responsible for the division or line leaders of his
own unit and for other unit commanders and ships in a direction
away from the task group commander, The division or line leader is
responsible for the ships of his own division or line, and each
ship of the division or line is responsible for the ships in the
division or line in a direction away from the leader,

(e) Dispositions. In,ahy disposition or formation the chain of visual
responsibility shall be governed by the rules set forth above unless
modified by responsibile commanders,

(d) Alterations, When a maneuver alters the position of units and ships
relative to the OTC the responsibility for relaying signals -does
not alter until all ships complete the maneuver., Screening ships
should assume responsibility for delivery of recent screen traffic
to ships joining or rejoining in their sector of the formation.

The potential efficiency of the visual installations in various ships

or types should be taken into consideration when prescribing sectors
of visual responsibility.
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(a) Each net will be stablished in accordance with instructions from
competent authority.

(b) Prior to activating a net, any special instructions will be
promulgated to each station.

(c) Procedure prescribed for the means employed will be used.

(d) Stations are required to report to the NCS prior to leaving th
net or securing the net for a period of time, giving the approximate
time of re-entering the net. Emergency situations should be con-
sidered separately.

NET CONTROL STATION

The NET CONTROL STATION is a station designated by appropriate authority
to direct and control the operation and flow of all traffic on the net.

The station serving the senior command normally is designated as the
NCS. It may be any station on a net, however, which can best fulfill
the functions of exercising circuit discipline and expediting traffic.

An NCS is charged with the following responsibilities:
(a) Expediting traffic on the net.

(b) Maintaining circuit discipline.

(¢) Limiting transmissions to the essential minimum,
(d) Resolving disputes incident to traffic handling.

(e) Monitoring traffic to determine and initiate corrective action of
procedural discrepancies.

Authority of the NCS extends only to the net operation., It is not
intended that the NCS have jurisdication over the local administration
of individual stations within the net., Within its scope of authority,
decisions of the NCS are final.

ALTERNATE NET CONTROL STATION

In order to provide for emergency situations an alternate NCS should be
appointed. The designated alternate NCS should take charge of the net
when the normal NCS is inoperative for any reason., When in control of
the net, the alternate NCS will assume the NCS*s responsibilities.

FREE NET

When operational factors permit, the net may operate as a FREE NET, in
which case the NCS authorizes member stations to transmit traffic to
other net stations without obtaining prior permission from the NCS.

FREE NET operation does not relieve the control station of the
responsibility for maintaining circuit discipline.

DIRECTED NET

When operational requirements dictate that net stations obtain the NCS'g
permissionTErior to transmitting on the net, it is advisable to operate
as a DIRECTED NET, Normally, directed nets are necessary when compli-
cated traffic patterns or security factors exist which warrant direct
control of each transmission by the NCS,

Transmissions on a directed net may be accomplished in accordance with
predetermined schedules.
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TYPES OF NETS

The type of net and method of NCS operation are determined from consi-
deration of operational factors involved. In reaching a decision, it
should be remembered that certain equipment and net arrangements are
more rapidly adaptable to free interchange of messages than others,

By usage, radio nets may be classified into three types:

(a) Command net is one linking any commander with his immediate sub-
ordinates in the chain of command and such other units as may be
designated.

EXAMPLE: TASK FORCE COMMAND - Activated by the task force com-
mander; guarded by task group commanders.

(b) Common net is one linking all ships or troop units of a designated
task organization,

EXAMPLE: TASK GROUP COMMON - Activated by the task group commander;
guarded by ships or troop units within the task group,

(¢) Functional net is one normally used to connect directly those
personnel delegated control of a specified function for which the
net is provided.

EXAMPLE: PICKET REPORTING NET
NET TRANSMISSIONS

When deemed advisable, the NCS should prescribe the speed of trans-
mission on a radiotelegraph circuit, or the qualifications of the
operators to be employed during specific periods.

When authorized by the NCS, and operators hold speed key certificates,
speed keys may be employed on manually operated radiotelegraph nets
if traffic conditions warrant and operator capabilities permit.

6120, SHIP-TO-SHORE CIRCUITS

USE OF SHIP-TO-SHORE CIRCUITS

Ship-to-shore circuits are the primary means for delivery of traffic
from individual ships and afloat commands to shore addressees.

Ship-to-shore frequencies shall not be used for point-to-point, or
ship-to-ship operation, or for any purpose other than ship-to-shore
communication, Exception may be made only for traffic of extreme
urgency and importance,

In the event that radio silence has to be broken to transmit a message
of importance to operations, one of the measures below may serve to
minimize the significance of the transmission to the enemy,

(a) If the presence of the force has been discovered, or is believed
to have been disclosed to the enemy, the regular ship-to-shore
communications, using cryptographic channels, may be employed.
But either call sign encryption or codress procedure and indefinite
call signs in the call-up should be used.

(b) An aircraft or ship capable of fairly long range radiotelegraph
communications may be sent to a position some distance from a task
force to transmit important traffic to shore stations via ship-to-
shore circuits,
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Wh r it is contemplated to handle ship-to-shore traffic on tactical
circuits, instructions for th handling of such traffie should b
specific, with channels designat d for the flow from ach echelon of
command. In cases not covered by such specific instructions, the
ghip-to-shore frequencies should be used.

LOCAL HARBOR NETS

Local harbor nets are provided in fleet ports where visual and other
means do not suffice.

The Senior Officer Present Afloat will designate the net control station
and prescribe rules for the administration and operation of the net.

If not already provided, and the Senior Officer Present Afloat determines
that its need is justified, he may establish a local harbor net.

LOCAL SHIP-TO-SHORE CIRCUITS

Where circumstances require a local ship-to-shore radio circuit, and
regular shore naval radio facilities are not adequate, such a circuit
may be instituted at the direction of the SOPA. This special circuit
should be utilized primarily for official traffic.

The following rules will govern the administration of local ship-to-
shore circuits:

(a) A fleet frequency designated by SOPA will be used.

(b) The shore station installation will be augmented by fleet
personnel.

(¢) SOPA will designate a call sign to be used.
REPLIES TO COMMANDS ASHORE

A commander afloat may disregard instructions received from a commander
ashore to reply or report by message, if in his opinion the sending of
the message reply or report is prejudicial to the mission, im contrary
to communication restrictions currently effective, or the tactical
situation does not permit.

6130, _POINT-TO~POINT CIRCUITS
FIXED CIRCUITS

Point-to-point cireuits are those fixed radio and wire circuits estab-
1ished for communications between shore stations or facilities.

Point-to-point circuits of the Naval Communication System are usually
multi-channel with trunk line capacity for large traffic loads.

Fixed stations operating point-to-point circuits shall employ a separate
dally series for each channel with each fixed station with which they
are in communication.

HOURLY IDENTIFICATION

A1l Navy fixed radio stations are required to send their international
call signs on each frequency employed in nontactical point-to-point
service at the beginning and end of operation, and at least once an
hour during continuous operations. Stations engaged in tape relay
operation may comply by using their international call signs during
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th hourly exchang of number comparisons.

In ord r to comply as far as practicabl with international treaties
to which the United States 1is signatory, and in cooperation with the
F deral Communications Commission, identification will be made as
follows:

(a) Radiotelegraph transmissions shall be identified by sending the
prosign DE and the call sign in International Morse Code.

(b) Radiotelephone transmissions shall be identified by speaking the
proword THIS IS and the letters of the call sign.

(¢) Radioteletypewriter transmissions shall be identified by transmit-
ting the prosign DE and the call sign., Identification will be made
on each channel of multiple channel circuits.

(d) Radio-facsimile transmissions shall be identified by any or one
of the preceding methods after removing the facsimile signal.
Pictures need not be interrupted to comply with the hourly
identification.

(e) When using twin channel single sideband with radiotelephone on one
channel, identification shall be made only as in sub-paragraph (b)
above.

DOMESTIC POINT-TO-POINT FIXED OPERATION

Policy for domestie point-to-point fixed operation is contained in
JANAP 195,

CONFERENCE CIRCUITS

Teletypewriter conference eircuits (TELECON), are provided for employment
on circuits as specifically authorized by the Chief of Naval Operations
(DNC), Teletype conference procedure is set forth in Subsection 13040.

USE OF POINT-TO-POINT CIRCUITS BY FORCES AFLOAT

Forces afloat at or near advance bases or staging points should use
fixed circuits for delivery of traffic to rear areas rather than high
frequency ship-to-shore circuits. If not at anchor in the harbor,
such traffic may be delivered to shore stations via low power loecal
ship-to-shore or harbor nets. When in port, it should be delivered
by visual or guard boat.

When filed, the message should be encrypted, if required, and ready to
b transmitted.

6140. AMATEUR RADIO

AMATEUR RADIO STATIONS AFLOAT

Amateur radio stations on board naval vessels are prohibited except when
specifically authorized by the Chief of Naval Operations (DNC), Such
authorized amateur radio stations are to be operated in compliance with
regulations stated in OPNAV INSTRUCTION 2070.2 series,

In general, the Chief of Naval Operations encourages amateur radio
operations on board U.S. Navy ships when such operations can be con-
ducted in consonance with the operational employment schedule and where
security considerations can be met, Requests for specific authoriza-
tion for each individual case should be submitted to the Chief of Naval
Operations (DNC) via the normal chain of command well in advance of
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desired operations. Approval, if granted, will authorize the operation
of the amateur radio station for a limited period only, and may authorize
the use of installed Navy radio equipment, Operators of all amateur
radio stations must hold a valid amateur radio license issued by the
Federal Communications Commission (FCC). The Chief of Naval Operations
(DNC) does not assign amateur call signs for shipboard operation, Authori-
zation will normally be granted for operations using the FCC assigned
call sign of one of the licensed operators on board. Requests for
authority to operate should include the name and call of the operator
whose call will be used. All other licensed operators aboard may operate
from this station provided that logs are signed and countersigned by the
operator whose call sign is being used, Compliance with FCC regulations
for Maritime Mobile Operations is mandatory for all amateur stations so
authorized,

.3 Transmissions from naval ships to amateur radio stations are prohibited,
except:

(a) In an emergency.
(b) Upon specific authorization by the Chief of Naval Operations (DNC) .
6142, AMATEUR RADIO STATIONS ASHORE

.1 The following general provisions govern the installation and operation
of amateur radio stations within U. S. naval reservations in areas wvhere
the conduct of communications is subject to regulations by the FCC. De-
tailed instructions governing the installation and operation of amateur
radio stations within U. S. naval reservations are contained in OPNAV
INSTRUCTION 2070,2:

(a) Amateur radio equipment may, at the discretion of the commander,
be placed in the same compartment with naval radio equipment,
provided the prescribed technical standards are met.

(b) Interference with naval communications and other hazards must be
avolded,

(¢) All amateur station installations within a naval reservation shall
be made with the commander's approval. Records will be kept of all
amateur stations installed within a command.

(d) Amateur stations located within naval reservations and licensed to
an individual residing outside the reservation will be authorized
only for use in connection with training of the Naval Reserve or
morale of naval personnel,

(e) Stations operating within the amateur frequency bands require
amateur station licenses. Naval Reserve stations, operating on
governmant (U. S. Navy assigned) frequencies, do not require amateur
licenses.

(f) Individuals desiring a license for an amateur station to be installed
on a naval reservation shall prepare the usual FCC application, The
application will be forwarded via official channels to the District
or River Command Commandant, If approved, the commandant will forward
the application to the FCC office having cognizance of licensing in
the area,

(g) Amateur applications must be prepared in the name of an individual
without indication of military status.

)f-(h) FCC regulations require that the applicant have absolute responsi-
bility for the control of any transmitter when used in the amateur
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service and that the transmitter be used only with a personal aim
and without pecuniary interest., Other licensed operators may use
the station provided that they operate under the gstation's desig-
nated call sign and that the logs are signed by the actual operator
and countersigned by the custodian of the station.

(1) Although the amateur licensee is legally responsible for all trans-—
missions made by his transmitter, the commander concerned may regu-
late the time during which an amateur station on a naval reservation
under his command may be operated, and at his discretion may revoke
authority for operation.

(j) Some measure of censorship or control should be exercised by the
command so as to prevent transmissions injurious to Navy interests.

(k) Amateur radio stations within naval reservations shall transmit no
information relative to the use, availability, or arrangement of
government equipment and facilities,

ASHORE AT OVERSEAS BASES

Authorization for the installation and control of the operation of
amateur radio stations within naval reservations overseas, in areas not
subject to FCC regulations, shall be vested in the area commander, sub-
ject to such rules as may be prescribed in the area by the cognizant
regulatory authority. Appropriate provisions of paragraph 6142.1, above,
shall be observed.

MERCHANT SHIPS UNDER NAVAL CONTROL

The use of amateur radio stations on board merchant ships, when under
naval control, is permitted when authorized by the Chief of Naval
Operations (DNC)., Amateur radio stations on board merchant ships under
naval control shall meet the same criteria established for U. S. naval
ships.

PEACETIME OPERATION WITHIN AMATEUR FREQUENCY BANDS

Joint military poliecy provides that during normal peacetime conditions
amateur frequency bands will not be employed for military communications
in the continental U.S, and possessions except as authorized by the
Interdepartment Radio Advisory Committee or by special agreement with
the FCC,

Within interference range of the continental U.S, and possessions,
frequencies in the high frequency amateur bands (3500-4000 kc., 7000~
7300 ke., 14,000-14,400 kc.) shall not be employed without prior coordi-
nation with the Chief of Naval Operations.

Various types of military transmitting equipment, such as handie-talkie,
may be supplied with erystals which operate within the amateur frequency
bands. The existence of these crystals does not authorize operation on
the amateur frequencies concerned,

6150. CALIBRATION OF EQUIPMENT

CALTBRATION
All transmitters and receivers will be calibrated to all frequencies

within their range which are allocated by the frequency plan to be used
by the fleet, force, type or unit.
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During wartime, calibration of transmitters will be made while in port
at bases as far from the enemy as practicable, preferably during upkeep
or training periods.

During calibration, antennas will be grounded and the transmitter will
be tuned through all stages preceding the antenna stage, Final tuning
of the antenna stage will require actual emissions on the air. The
lowest possible power should be utilized and due consideration should
be given to calibrating the antenna stages when distant transmissions
are least possible, Generally speaking, for frequencies below 15 mc,g
antennas should be tuned around midday; between 15 and 30 mec,., well
after dark. VHF and UHF antennas may be tuned in the daytime. Prior
to tuning the antenna stage the operator shall monitor the frequency
concerned to insure that further tuning will not hamper communications
on that frequency.
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weather broadcast schedules are not specifically addressed (i. . the
broadcast station transmits to a g neral call- CQ) whereas MERCASTS
and press schedules are specifically addressed (i.e. station transmits
to a specific call sign - NUKO, NERK, ETC.).

HYDROGRAPHIC INFORMATION

Hydrographic information relating to Western Atlantic waters is
broadcast in the HYDROLANT series, either numbered or unnumbered,
according to general or local interests. A similar series, HYDROPAC,
is issued for Pacific waters.

MERCHANT SHIP BROADCASTS (MERCAST)

The MERCAST schedules are used primarily for delivering messages to
ships of the Military Sea Transportation Service while at sea; to
merchant ships routed by the Naval Control of Shipping Organization,
or when prior arrangements have been made.

Unless otherwise directed, MERCAST schedules are not copied by:

(a) MSTS contract operated tankers, which shall be governed by the
Tanker Operating Instructions (TANKOPINS). MSTS contract operated
tankers follow commercial practices, hence their communications
are governed generally by commercial procedures.

(b) Alien manned MSTS ships. Detailed instructions shall be issu d by
the appropriate MSTS authority.

Due to the operating requirements peculiar to the several categories
of ships copying MERCAST schedule, the method of conducting these
broadcasts differs from that followed by specifically addressed
broadcasts in the following:

(a) Use of a traffic list. The traffic list is normally the first item
to be transmitted, and consists of the call sign and date time group
(transmitted twice) of each message awaiting transmission, listed
in order of precedence. Ships directed to copy MERCAST will copy
the traffic list of all appropriate schedules. When all messages -
addressed to the ship, as indicated by the traffic list, have be n
copied or if no messages addressed to the ship are included in the
traffic 1ist, the ship may cease copying this schedule.

(b) Use of different message forms. MSTS ships-in-commission (USS)
and MSTS ships-in-service (USNS) (Civil Service Manned) (CS) use
both the naval and international commercial form. MSTS ships-in-
service (USNS) (Contract operated tankers, Alien manned ships), and
merchant ships sailing under NCSORG control or other arrangements
use the international commercial form only.

(e) Messages normally will be transmitted at a speed between 17 and 29
words per minute.

qﬁ (d) Restriction of the use of operating signals. Operating signals

taken from the military portion of ACP 131 ("Z" signals), as well

as international "Q" signals, may be used for traffic addressed only
to MSTS ships in commission (USS). International "Q" signals will
be employed for traffic addressed to all other categories of MSTS
ships and merchant ships.

aﬁ(e) The following table will serve as a guide in transmitting messages

on MERCAST to the several categories of MSTS ships:
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PLAIN
AUTHENTI- ADDRESS LANGUAGE Z JANAP
CATION GROUPS ADDRESS SIGNALS 195
MSTS SHIPS:
Commissioned YES YES YES YES YES
(Uss)

Copy MERCAST at sea. Make guardship or other arrange-
ments while in port.

Non-commissioned

Civilian-manned NO YES YES NO NO
(USNS) (cs)

Copy MERCAST at sea. Permitted to secure in port if
suitable arrangements for delivery of traffic are made
locally.

Contract-operated
Tankers (USNS) NO NO YES NO NO

Copy MERCAST only when routed by NCSORG or when operat-
ing under other special conditions. All other times
guard commercial facilities. The extent of MERCAST
coverage is contained in the movement report.

Alien-manned
(USNS) NO NO YES NO NO

Copy MERCAST only when directed by cognizant area
commander. Detailed instructions will be promulgated.

MERCHANT SHIPS (SS):

Time chartered or NO NO YES NO NO
Voyag chartered

Normally copies established commercial facilities. When
special operations require it, arrangements will be made
to augment or replace the commercial faeilities by pro-

viding for the use of Navy facilities, in which case all’

activities concerned will be informed.

Space chartered NO NO YES NO NO

Copy MERCAST only in emergencies as listed in HO 205,
Appendix A, Sections 1 and 2.

.4 MSTS commissioned ships (USS), in addition to copying MERCAST, also

6224,

copy the general message schedules of the fleet broadcast appropriate
to the area.

PRESS

Press is transmitted on General Broadcasts at scheduled times, This
material is purchased by the Navy from the press associations with the
general provision that it will not be placed into competition with the
normal press association outlets and commercial subscribers of the
associations. The press may be copied by any U.S. Naval ship, including
USNS MSTS ships for consumption by members of the Armed Forces, their
dependents, other passengers sponsored by the Department of Defense who
are being transported in ships of the Military Sea Transportation Service,
and Civil Service crewmen of USNS ships. It may also be used by naval
personnel at remote shore activities outside the Continental U.S., provid-
ed no source of commercial press is available.
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«2 Where disclosure to unauthoriz d persons is a possibility, all copies
of naval press should be mark d FOR OFFICIAL USE ONLY. DESTROY AFTER
IT HAS SERVED ITS PURPOSE, THIS PRESS MUST NOT FALL INTO UNAUTHORIZED
HANDS.

.3 Special arrangements may be made for the copying of commercial press.

SECTION D
6300. EMERGENCY, DISTRESS AND SAFETY TRAFFIC

6301, INTERNATIONAL REGULATIONS

.1 Regulations concerning emergency, distress and safety traffic are pro-
mulgated by the International Telecommunication Union (ITU) in its
publication, INTERNATIONAL TELECOMMUNICATION AND RADIO CONFERENCES,
ATLANTIC CITY, 1947. Pertinent extracts as quoted in Chapter 5 of
RADIO AIDS TO NAVIGATION (HO 205) and in COMMUNICATION INSTRUCTIONS-
DISTRESS AND RESCUE PROCEDURE (ACP 135) should be understood clearly.

6302, NAVAL VESSELS IN DISTRESS
.1 Communications originated by naval vessels will be transmitted on
appropriate naval communication channels whenever practicable rather
than on international and national distress frequencies.

6303. DISTRESS FREQUENCIES

.1 Emergency and distress frequencies:

(a) 500 KC - International calling and distress frequency.

(b) 2182 KC . International distress and calling frequency for the
Maritime Mobile Service (Telephony)

(¢) 8364 KC - International lifeboat, life raft, and survival craft
frequency.

(a) 121.5 MC - International aeronautical emergency frequency for

the VHF band.

(e) 243.0 MC - Aeronautical emergency frequency for UHF band.

.2 The International Calling and Distress Frequeneies (500 ke. and 8364 kec.)
are the normal intra-convoy frequencies for emergency communications.
This does not preclude the use by commanders of escort units of a suit-
able frequency for the convoy tactical and warning net when the ships
convoyed are suitably equipped.

6304. DISTRESS WATCHES AFLOAT

.1 Every detachment or independent ship or unit shall maintain a guard or
cover of the emergency and distress frequencies unless exempted by one
of the following:

(a) Interference with military effectiveness., If the OTC or the officer
ordering the movement determines that maintaining such guard or

cover will interfere with the military effectiveness of the ship or
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unit, he may exempt the ship or unit from this requirement.

(b) Ships in port or operating in local operating areas. The SOPA may
authorize ships in port and ships operating in specified local

operating areas under his jurisdiction to secure watch on distress
frequencies, provided he has determined that adequate coverage is
maintained by guardship, or by a shore radio station in the vieinity.

As a minimum requirement, the distress frequencies (500 k¢, and 8364 ke.)
will be covered by loudspeaker watches during working hours. Particular
attention shall be paid to the silent periods observed on 500 ke. A

log shall be maintained covering at least the silent periods. When
sufficient personnel are available a continuous or split-phone watch
with log shall be maintained on the distress frequencies. For ships
copying the one or two-operator periods of the fleet broadcast schedule,
working hours will be considered to be the times of these broadcasts.

for ships carrying three or more operators, working hours will be eon-
gidered to be continuous.

If equipment is available, and subject to the provisions of Article
6304.1, a continuous guard or cover shall be maintained on the
aeronautical emergency frequencies (121.5 me. VHF and 243.0 me. UHF).

DISTRESS WATCHES ASHORE

All naval shore radio stations open to public correspondence shall
maintain a continuous receiver watch on 500 k¢, They shall be partic-
ularly alert on the frequenoy during silent periods. A list of Navy and
Coast Guard shore radio stations maintaining guard on 500 kc. and

8364 kc. is contained in JANAP 195.

In order to enhance safety at sea and in the air each naval district
commandant shall maintain such additional watches on distress frequency
as may be appropriate.

All Air Force communication centers and air defense control centers
guard the distress frequencies.

INTERNATIONAL FORM

When answering a distress message, the following international form
shall be used:

(a) Call sign of distress ship (three times), the prosign DE, call sign
of own ship (three times), RRR S0S,

(b) At the diseretion of the commanding officer, a ship receipting for
a distress message will give its name, position in latitude and
longitude and the maximum speed at which it is proceeding toward the
vessel in distress.

The vessel making the distress ocall shall be the control station for
distress traffic. Any station, however, may impose silence on all
stations in the zone of any one station causing interference with the
distress traffie. The operating signal QRT, followed by the word

gISTRESS and addressed either TO ALL (CQ) or to any one station, will
e used.

6-30 CHANGE NO. =



Section

Article

CHAPTER SEVEN
PREPARATION OF .MESSAGES
TABLE OF ARTICLES

Sub ject

7000.

7010.

7020,

7030.

7040.

7050.

7060.

7001.
7002.
7003.
7004.

7011.
7012.

7013.

7021,
7022,
7023,

7024,

7025,

7031.
7032,
7033.

7041.
7042.
7043.
7044.

7051.
7052.
7063.
7054.
7055.

7061.
7062.
7063.
7064.
7065.
7068.

NAVAL MESSAGES
Definition

Spurious Messages
Acceptance of Messages
Minimize

CLASSES OF MESSAGES

Administrative Classes

Naval Stations Open to Commer-
cial Messages

Red Cross Méssages

‘GENERAL MESSAGES

Definition

Types of General Messages

Holiday and Congratulatory
Messages

Sea Frontier, Naval District,
River Command, Fleet, Force,
and Type General Message Series

General Messages fo<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>